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whoami

+ Sam Brown - @_samdb_

+ Consultant in the research practice @ MWR

+ Worky worky - Secure Dev, Code Review, Product
Teardowns, Pentesting

+ Research/home time - poking at Windows/driver
internals, playing with Angr and Z3


https://twitter.com/_samdb_
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Introduction

+ Survey style - no 1337 Oday

+ Focused on concepts

+ Based off past year of reading, reversing and poking at kernel/driver bugs

+ References at end but all of the things here: https://qgithub.com/sam-
b/windows_kernel_resources



https://github.com/sam-b/windows_kernel_resources
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++ Motivation - Sandboxes

Function

Calls

h 4

Kernel
Land

User
Privileges

Low
Privilege

MWR

W

“a virtual space in which new or
untested software or coding can be run
securely.”
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Motivation - Sandboxes

+ Started appearing in 2006 with IE 7 protected mode
+ Low Integrity processes

+ Increasingly prevalent

Firefox takes the next step towards
rolling out multi-process to everyone

Firefox gets closer to offering the same security and stability as competition.

PETER BRIGHT {U5) - 22/12/2016, 05:15
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Motivation - Sandbox Escapes

+ Compromised a client but sandbox containing us

+ EoP exploit required

+ Sandbox broker exploit - limited attack surface but
possible
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., Motivation - Sandbox Escapes

+ Kernel - straight to the core, massive attack surface

Rating of patched components 2015 vs. 2016

INTERNET W
EXPLORER

http://www.welivesecurity.com/wp-content/uploads/2017/01/Windows-Exploitation-2016-A4.pdf



http://www.welivesecurity.com/wp-content/uploads/2017/01/Windows-Exploitation-2016-A4.pdf
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Background

+ We want to escalate our privileges
+ Low Integrity to SYSTEM

+ How?
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Background

+ Windows has Access Token objects
+ Think cookies for users
+ Many methods of privescing

+ Steal the Access Token from a process running as
SYSTEM

+ Modify users token to have permissions to inject code
into a process running as SYSTEM

+ Overwrite a SYSTEM processes security descriptor with
NULL
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The Attack Surface

+ System calls
+ Drivers

+ Font Parsing
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e

Applications

System
DLL’s

System
Calls

Drivers

Ring O

https://github.com/sam-b/windows syscalls _dumper

MWR
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https://github.com/sam-b/windows_syscalls_dumper
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T+ win32k

+ Main Windows graphics driver
+ Lots of complex functionality
+ Written in the 90’s
+ All in kernel mode

+ "How bad design decisions created the least secure driver on Windows” by Thomas Garnier[1]

B processes, One of our co *.sys, 15 the Job # 1006180
vector for 60% or more of all kernel-mode Windows ex . loits, and 1s Locations  United States, Redmond (WA)

the topic of papers at Black Hat every year, so we are at the cutting lob families Development {engineering)

edge of fixing vulnerabilities as well as developing mitigations. To Teams  Windows and Devices Group

Add to job watch list
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ntoskrnl

+ Windows kernel executive

+ Implements core functionality:
* Processes, Threads

« Virtual Memory

« The Registry
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ntoskrnl

+ A fraction of the system call count Win32k has
+ Less than half the number of CVE’s

+ Still lots of bugs to be found
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T+  Drivers

+ Interact with hardware
+ Firmware updaters
+ Antivirus

+ Anti-Cheat
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T+  Driver Communications

+ Many ways, bugs mostly in...

+ IOCTL codes - triggers a function within the driver,
identified by a number - input buffer pointer and
size and output buffer pointer and size sent

+ Shared memory - mapped memory shared between
user mode and kernel mode, allows for fast data

exchange
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T+ Third party drivers do terrible things
Function name I I

7] sub 11000 7 driver load | TF] creste_device |
3 <ub 11250 - 7 depatch
] delete deviee Jelcte_device |
T ep phymer Ol redmsr |
D wmemer |

_ 7 Tead Cpu_per_counter |
_ f TFEE_ I ——s rea |:|_|i| h YEMEM
7 Lwite port_________| et
IEiI 7T _report_gstailure
A2 — C_specific_handler
RTCore64.sys device '

I — B
ASI\/II\/IAP.SyS _ ASUS[6] NTIO.sys - MSI[5]

RivaTuner[5]

7] Ke3S6SetlonccessMapl Winlo.sys - Internals.com|5]

|j KeldbloSetAccessProcessinx)




MWR

LABS

—|‘ MWR Labs

++
Font Parsing

+ Font’s are actually super complex
+ Include small instruction sets

+ Win32k is responsible for parsing TrueType and
OpenType fonts
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KEI’I’]El Fuzzing Windows Kernel
Fuzzing
+ MWR <3’s kernel fuzzing Nils presented Windows Kemel Fuzzing
at T2.1i 2015.

+ https://qgithub.com/mwrlabs/KernelFuzzer

Platform Agnostic
Kernel Fuzzing
James Loureiro and Georgi Geshev

presented 'Platform Agnostic Kernel
Fuzzing' at Def Con 24.

Fuzzing the Windows
kernel

Yong Chuan Koh presented 'Windows
kernel fuzzing' HITB GSEC, Singapore



https://github.com/mwrlabs/KernelFuzzer
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Kernel Fuzzing - general work flow:

1. Select library/system call from catalogue

2. Generate fuzzed values for primitives

3. Grab random Handles from HandleDB if needed
4. Log arguments and call

5. Execute

o)

. Saves any returned Handles in HandleDB

/. GOTO 1;



Windowrs kernel; use-afier-ires in bimap handling ccs Fisr!
Windows kernel: MULL pointer dereference with wandow staton and cipboand comm etz

Windows kernel: use-afier-free in WindowStaton comm ede

_I MWR Labs Windows kernel: Brush object Uise-aftier-free vulnerability Ferrdd
Window kernel; use-afier-iree in bimap handling =2 cor Tl

Windowrs kernel; possible MULL pointer dereference of a SUIRFOB] oo Tl
4+ Windows kernel: bufler overfiow in wandZkhvGolidRillRest comm earecas
Windows kernel: use-afier-fres in HmgAllooatleObeotitir Tl
Windows kernel: pool buffler overfiow drawang capbon I:-.xr Tl
Windowes kernel; use-afier-fres waith Ulss rh{-n1n1r!El—=I-rl::-|:-I'a1—n‘r::-rg.' Tl
Windows kernel: DeferiMindowos use-afier-free Farriyd
Windows kernel: pool bufler owerfiows in I'-JTS:iEtrE‘.-::J'EI! CF Tl

I Windows kernel: use-afizr-fres with prinier gewice coniexis cor Tl
I<e r n e I F u 74 n g Windows kernel: use-afier-free with cursor objest C Fovody! -
Windowss kernel: use-afier-free in bGetHes IE:E"..E" SCF Forod!
AI I Of th e b u g S N Windows kernel: bufler overfiow in MGGdiBiBR cos Tl ;

B Windows kernel: FlashWindowEx memory corrupBion Corm) et

Windows kernel use-afier-free with dewnice contexts and NiGdiselecstBimap C Tl
Windows kernel MillserSerollDC memory corrupbion cos !
Windows race condibion leading o use afier free in D—'tr-:-yEI'.-T'.".-F' Tl
Windows Cursor object polental memaory leak comm edZema
Windows ndits.sys OCTL Ol 70034 :r-:|5!r-:|5M5i’d§1rﬂ'-lan1§F-:-rrﬂr-:§=cj- pool bufler cverflow CoFn edFem
wandZk clipboard Bimap use-afier-iree vulnerability T
wandZk null pointer derefence with Deskiop and ullpb::-ar-: ST oy en R ol

"Illll--ll- |lr5.-—r|-— I'u :II' r-.:r-l—r—-hr—l-zls " |l|-|- ..__..-I___ ::-':.I' :I':I' ..:: _- L
Windows kernel: NiGdiGetTextExientExW out-ofFbounds memory read CoFm) edfemd
Windows kernel: bimap wse-afier-free cormy eazecn

Windows kernel; Elra'p'ﬂaErLEarTempwﬂ:-' e o Bd-bit CoF eRonoad

Windowrs 7 windZk bimap use-afier-fres :='j CF Pl

Windows § wandZk bimap use-afier-iree (£2) Cormj etz



—|‘ MWR Labs “I/':RI\ Bs

++
Code Review

+ Generally everything’s closed source

+ A few exceptions...

efine ':-:;{r ¥, ) (GetWindowlLong(hwnd, GWL_STYLE) & (f))
ine TestwndChild(nwnd)  (TestWF(hwnd, WFTYPEMASK) == LDB“r"TE}
The Windows vulnerability is a local privilege escalation in the Windows kernel that can
be used as a security sandbox escape. It can be triggered via the win32k.sys system

call NtSetWindowlLongPtr() for the indexJGWLP_ID pn a window handle with

dwOld = (DWORD)pwnd->spmenu; GWL_STYLE set to]WS_CHILD| Chrome's sandbox blocks win32k.sys system calls using

pund->spmenu = (struct tagMENU #*)dwData;

Alex lonescu : zu - 2 Nov 2011
N Here's your Microsoft "actively exploited” Google-disclosed bug right here. Source: GitHub, where people post NT4 source (try Google Search)
pic_twitter.com/touOnvjact
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Reverse Engineering

+ Supports other techniques

+ A lot of Windows binaries have debugging symbols on
Microsoft’s symbol server which helps

+ ReactOS helps
+ Narrowly targeted might be successful

+ Kernel is huge, fuzzers still easily find bugs, why bother?
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Reverse Engineering

+ Reversing Third Party drivers has been a good source of bugs
+ Much smaller binaries, lower code quality
+ Tools to help:

+ My IDA plugin: https://github.com/mwrlabs/win_driver_plugin

+ NCC Group’s: https://qgithub.com/nccgroup/DriverBuddy



https://github.com/mwrlabs/win_driver_plugin
https://github.com/nccgroup/DriverBuddy
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Driver Fuzzing

+ Reverse driver to find IOCTL codes
+ Randomly fuzz them

+ iSEC’s driver fuzzer:
https://qgithub.com/iSECPartners/DIBF



https://github.com/iSECPartners/DIBF
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Font Fuzzing/jOOru is a machine

+ JOOru has been hitting this heavily for years[2]
+ Specs are publically available

+ Targeted fuzzing with custom fuzzers
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Patch Diffing

+ One day bugs CVE-2014-4113

+ Diff kernel code before/after patch Tuesday New pointer check

+ CVE details and patch notes give hints[7]

test ebx, ebx

-]z short loc_BFR37F73
- Ccmp ebx, BFFFFFFFBH
-jz short loc BF937F73

dword ptr [ebp-4]
dword ptr [ebp+18h]
1EFh

ebx

ehx
_IsMFMWFPWindow@d ; IsMFMWFPWindow(x)
short loc_ BF93BEYF

[ebp+Address] ; Address

dword ptr [ebp+UnicodeString]; UnicodeString

1EFh ; MbString
ebx ; P

xxxSendMessage@lt; xxxSendMessage(x,x,x,x]
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Mitigations

e Type 0-Strong Mitigation
End a bug class.
Type 1 - Weak Mitigation
End an exploitation technique.

Type 2 - Attack Surface Reduction

Remove a set of exposed functionality.

Type 3 - Chain Extension

Increase the number of bugs required in an exploit.

Ben Hawkes, USENIX Enigma 2016 - What Makes Software Exploitation Hard?
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Mitigations

+ Many mitigations in modern Windows

+ Only covering a few key/interesting ones

+ Being added to Windows 10 rapidly
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Once upon a time...

+

+

Kernel memory marked NX
Map shellcode in usermode
Control flow hijacking exploit? Jump to it

Write-What-Where? Overwrite an entry in a function
table to point at it

LABS



MWR

LABS

—|‘ MWR Labs

++
SMEP

+ Supervisor Mode Execution Prevention

+ Introduced with Intel Ivy Bridge Processors ~April
2012

+ First supported in Windows 8

+ Causes a BSOD on kernel mode attempting to
execute user mode memory

+ Type 1 Mitigation
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Bypasses

+ Data only attacks

+ Return Oriented Programming

+ Or...
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Just have a friendly driver disable it...

Double KO! Capcom's Street Fighter V Iinstalls 7] deobfuscate device_name
hidden rootkit on PCs £ init_device

unimplemented_handler

Fatality — wait, no, what? That's the other game disable_smep_and_execute
dispatch

rax, disable smep

dizable_smep

Fcx, [rsp+ash+uvar 28] F
ax ; disable smep

Fcx, [rsp+as8h+uvar 18]

|rsp+48h+var 28] ; exXecute shellcode “of

Fax, enable smep

Fcx, [rspri4s8h+var 28]

Fax . enable smep

enable_smep
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KASLR

+ Kernel Address Space Layout Randomisation
+ Randomizes addresses objects are loaded at
+ Introduced in Vista, potentially a type 3 mitigation

+ Randomness++ since
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KASLR - Address Leaks

+ NtQuerySystemiInformation

+ Undocumented function for getting information about the system
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KASLR - Address Leaks

SystemHandlelnformation

p=Ra=la=la=locle byl iyl ey ly =
N S e N e e
o e e e e e e e e e o e e

372
3B72
3A72
372
372
372
L]0 Wy
264
264
264
264
264
264
264

Obhject
Obhject
Obhject
Object
Obhject
Obhject
Obhject
Obhject
Object
Obhject
Obhject
Obhject
Obhject
Object

Hx84B5HBAES
Hx845DFFFH
Hx847E6H B8
HxB85A65C18
HxAS19F558
Hx?6304/EH
Hx8463B8AH
HxBEETFH 38
Hx8544DAF8
Hx85A7DD?H
Hx85A72FAH
Hx84ATBWU3I8
Hx28265878
BxBZAA7A38

Handle
Handle
Handle
Handle
Handle
Handle
Handle
Handle
Handle
Handle
Handle
Handle
Handle
Handle

Hx B8
HxBC
HxCH
HxC4
Hx(C8
HxCC
HxDA
Hacd

HxB

HaxC

Hx18
Hx14
Hx18
Hx1C

MWR

LABS

C:xUsersssam~DocumentssUisunal Studio 2815%ProjectssNtQuerySysInfo_SvystemHandleln

formation~Debug*NtQuerySysInfo_SystemHandlelnformation.exe_
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KASLR - Address Leaks

SystemModulelnformation

Module
Module
Module
Module
Module
Module
Module
Module
Module
Module
Module

nanme
nanme
nanme
nanme
name
name
name
name
name
name
nanme

“SustemBootsSystem32~DRIVERS\s»v . 5ys
“SyustemBootssystem3d2sdrivers \spsys.syus
“SustemBootsSystem3i2sDrivers~BITHUSB.zys
“SyustemRBootsSystem3iZ2sDriverssbhbthport.sys
“SyustemBootssystem32S~DRIVERSS»fcomm.sys
“SyustemRBoot systemIZ2~DRIVERS~BthEnum.sys
“SyustemRBootsystemI2~DRIVERS~bhthpan.zsys
“WindowssSystem3i2~ntdll.dll Base Address
“Windows>Systemi2~smss.exe Base Address
“Windows“Systemi2sapizetschema.dll Base
“Windows“Systemi2~autochk.exe Baze

Base
Base
Base
Base
Bazse
Base
Base

Address
Address
Address
Address
Address
Address
Address

Hx" 781 HHAA
Hx47AFANAA
Addres=s HBxV7ASHAHA
Addres=s HBx3I3HAHA

Bx2?6FE5HUAH
BxAZEA2H080
HxAZE6CHAY
BxAZE/ENAN
BxAZEEZ2HAH
HxAZFA6GHUAN
HxAZ2F1 30888

C:swUsersssam»DocumentssUisuwal Studio 2015MProjectssNtQuerySuysInfo_SystemModuleln
formationsDebug *NtQueryivsInfo_SuystemModulelnformation.exe
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KASLR - Address Leaks

Windows 8.1, Low Integrity ®

C:xlUsersssamsDesktopswindows_kernel_address_leaksswindows_kernel_address_leaksM
tQuerySysInfo_SystemLlocklInformationsxb4sDebug>*MtQuerySysInfo_SystemLockInformati
on .exe

NtQueryiystemInformation failed with error code HxCHHBAAAZZ2
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Technique : 10 - 1571 10 - 1607 10-1703  10-1703 + VBS

NtQuerySysteminformation:
SystemHandlelnformation
SystemlLockinformation
SystemModulelnformation
SystemProcessinformation

SystemBigPoollnformation
System Call Return Values
Win32k Shared Info User Handle Table
Descriptor Tables
HMValidateHandle

GdiSharedHandleTable

DesktopHeap X X

https://samdb.xyz/revisitin ' ity-hardening-through-kernel-address-protection/ https://github.com/sam-b/windows kernel address leaks


https://samdb.xyz/revisiting-windows-security-hardening-through-kernel-address-protection/
https://github.com/sam-b/windows_kernel_address_leaks
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NULL Page Mapping

+ NULL pointer deference's

+ Super common C/C++ coding error

+ Map the NULL page from user mode

+ Manipulate kernel control flow by customising the data you control

+ Gone as of Windows 7 64 bit

+ Type O mitigation
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NULL Security Descriptor Protection

+ SecurityDescriptor field header == NULL? .(

+ Is it a process object?

Your PC ran into a problem and needs to restart. We're just
collecting some error info, and then we'll restart for you.

+ SecurityRequired flag set?

55% complete

+ Nettitude did an awesome writeup|3]

For more information about this issue and possible

fixes, visit http://windows.com/stopcode

+ Type | mitigation

If you call a support person, give them this info;
Stop code: BAD OBJIECT HEADER
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Moving Font Parsing out of the kernel

+ Windows 10 anniversary update
+ Font parsing now done in an AppContainer[4][9]

+ Type 2 mitigation
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Win32k Lockdown

+ Stop processes using win32k|[8]

+ Type 2 mitigation
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Virtualisation Based Security (VBS)

+ Delivered with Device Guard

+ KCFG, WAX, HVCI, KMCI, NPIEP

+ Analysis of the Shadow Brokers release and mitigation with Windows 10
virtualization-based security
(https://blogs.technet.microsoft.com/mmpc/2017/06/16/analysis—of-the-

shadow-brokers-release-and-mitigation-with-windows-10-virtualization-
based-security/ )



https://blogs.technet.microsoft.com/mmpc/2017/06/16/analysis-of-the-shadow-brokers-release-and-mitigation-with-windows-10-virtualization-based-security/
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NPIEP

+ From the Hyper-V functional specification:

Mon-Privileged Instruction Execution (NPIEFP) is a feature that limits the use of certain instructions by

user-mode code. Specifically, when enabled, this feature can block the execution of the SIDT, SGDT,
SLDT, and STR instructions. Execution of these instructions results in a #GP fault.

+ Key OS data structures

+ Example: Overwrite IDT entries to hook keystrokes, network packets, etc

=GDT 1s only useful in operating-system software; however, it can be used In application programs without causing an exception to be generated.
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NPIEP

+ Trap on targeted instructions and return hardcoded or sanitized data

+ Intel implementing this in hardware

UMIP
User-Mode Instruction Prevention (bit 11 of CR4) — When set, the following instructions cannot be

executed if CPL > O: 5GDT, 5IDT, SLDT, SM5W, and STR. An attempt at such execution causes a general-
protection exception (#GP).

https://github.com/sam-b/windows kernel address leaks/blob/master/notes/NPIEP.md



https://github.com/sam-b/windows_kernel_address_leaks/blob/master/notes/NPIEP.md
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++ CVE-2016-7255/MS16-135

Disclosing vulnerabilities to protect users

October 31, 2016

] g I -
nreatl ANalysis aroup

On Friday, October 21st, we reported 0-day vulnerabilities — previously publicly-unknown
vulnerabilities — to Adobe and Microsoft. Adobe updated Flash on October 26th to
address CVE-2016-7855; this update is available via Adobe's updater and Chrome auto-

update.

After 7 days, per our published policy for actively exploited critical vulnerabilities, we are

today disclosing the existence of a remaining critical vulnerability in Windows for which

no advisory or fix has yet been released. This vulnerability is particularly serious

because we know it is being actively exploited.

https://securingtomorrow.mcafee.com/mecafee-labs/digging-windows-kernel-privilege—-escalation-vulnerability-cve-2016-7255/

http://blog.trendmicro.com/trendlabs-security-intelligence/one-bit-rule-system-analyzing-cve-2016-7255-exploit-wild/



https://securingtomorrow.mcafee.com/mcafee-labs/digging-windows-kernel-privilege-escalation-vulnerability-cve-2016-7255/
http://blog.trendmicro.com/trendlabs-security-intelligence/one-bit-rule-system-analyzing-cve-2016-7255-exploit-wild/
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Primitives

+ One kernel structure leak

+ One kernel memory corruption vulnerability - ‘or’
any value with 4

+ Combined for SYSTEM code exec on Windows 7 to
10, 32 + 64 bit

+ Source: https://qgithub.com/mwrlabs/CVE-2016-
/255



https://github.com/mwrlabs/CVE-2016-7255
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Data Leak

+ void* HMValidateHandle(HANDLE h, int type):
+ Undocumented/unexported function in user3?2 PVOID pSelf = OxFFFFFFFFFFFFFFFF

+ Copies entire tagWND structure into user memory

+ Helpfully tagWND includes a pointer to itself :D
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Corruption Primitive

+ Window object

+ NtUserSetWindowLongPtr, can modify spmenu with no
checks

+ XXXNextWindow takes this value and uses it as a pointer
to a tagMenu

+ Sets a single bit the address + 0x28 using an ‘or’ with 4

+ Allows a byte at any address in memory to have it’s 6th
least significant bit set
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++
Exploitation - setup

+ Create Ox100 Window objects

+ HMValidateHandle to leak locations in kernel
memory

+ Find two that are < O0x3fd00 apart

+ Destroy spares
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Exploitation - Initial corruption

+ Extra memory after a tagWND

+ Size == cbwndExtra

unsigned int cowndExtra = 0x0

200 byte gap
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Exploitation - Initial corruption

+ Use the corruption primitive to ‘or’ highest byte
of cbWndExtra with 4

unsigned int cowndExtra = 0x04000000

+ 0 -> 0x04000000

200 byte gap

+ Extra memory now includes the secondary
tagWND structure
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Exploitation - Read primitive

+ Corrupt tagWND -> any address read

+ spwndParent field - pointer to parent window

unsigned int cowndExtra =0x04000000

+ NtUserGetAncestor reads 32 bit int at
spwndParent

200 byte gap

+ End of tagWND 1 - start of tagWND 2
spwndParent
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Exploitation - Read primitive

+ Call NtUserSetWindowLongPtr(primaryWindow, diff,
TARGET_ADDRESS)

unsigned int cowndExtra =0x04000000

+ NtUserGetAncestor to read it
200 byte gap

PVOID spwndParent =0x4141414141414141
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Exploitation - Read primitive

+ Call NtUserSetWindowLongPtr(primaryWindow, diff,
TARGET_ADDRESS)

unsigned int cowndExtra =0x04000000

+ NtUserGetAncestor to read it

200 byte gap

PVOID spwndParent =0x4141414141414141
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Exploitation - Write primitive

+ Turn corrupting a tagWND into an any
address write

+ tagWND has a name field - overwrite it’s
buffer pointer with the address we want 200 byte gap
to write




—|‘ MWR Labs

++
Exploitation - Write primitive

+ Turn corrupting a tagWND into an any
address write

+ tagWND has a name field - overwrite it’s

buffer pointer with the address we want
to write

+ Call SetWindowText to write arbitrary
data to it

MWR

LABS

200 byte gap

strName.Buffer = 0x4141414141414141
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Exploitation - Privesc
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Exploitation - Privesc
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++
Exploitation - Privesc

PVOID pKAPC STATE =
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++
Exploitation - Privesc

PVOID pKAPC STATE =
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Exploitation - Privesc

PVOID pKAPC STATE =
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++
Exploitation - Privesc




MWR

LABS

—|‘ MWR Labs

++
Exploitation - Privesc

472



MWR

LABS

—|‘ MWR Labs

++
Exploitation - Privesc

472

CTRL + C
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++
Exploitation - Privesc

472

CTRL +C CTRL +V
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Exploitation - Privesc
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Exploitation - Demo

+ The demo’s are all recorded

+ Because: https://youtu.be/DLND8bKv27w?t=35m21s



https://youtu.be/DLND8bKv27w?t=35m21s
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C:\Users\test\Desktop\low_cmd.exe

Recy¢Microsoft Windows [Version 16.0.16586]
(c) 2016 Microsoft Corporation. All rights reserved.

C:\Users\test\Desktop>e

L

MWR

L

CVE-2
tar
E%i
low.
Test Mode
Windows 10 Pro
Build 10586
= . - e 18:46
am Search the web and Windows ([ - Q e A o) E 01/07/2017

https://www.youtube.com/watch?v=7JIBO96-E1l|

PBS


https://www.youtube.com/watch?v=7JIB96-E1lg
https://www.youtube.com/watch?v=7JIB96-E1lg
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Exploitation - Anniversary update

3 36 3 3 36 36 3 6 36 3 36 36 3 3 3E 3 3 3 3E 3 E 3E 3 3 3 3 3 3 3E 3 E 3E 3 3 3 3 3 3 3E 3 E 3E 3 3 3E 3 S 3E 3 E 36 3 E 3E 3 3 E 3 3 6 3E 3 6 3E 3 E 3 E3E N EE R
3 3
3* Bugcheck Analv=is 3*
3 B - 3
3 36 3 3 36 36 3 6 36 3 36 36 3 3 3E 3 3 3 3E 3 E 3E 3 3 3 3 3 3 3E 3 E 3E 3 3 3 3 3 3 3E 3 E 3E 3 3 3E 3 S 3E 3 E 36 3 E 3E 3 3 E 3 3 6 3E 3 6 3E 3 E 3 E3E N EE R

WIH Ak CHITICAL FAILUEE (164)

WMiniZlk ha= encountered a critical ftailure.

Arguments

Argl ., DESKETOF HEAP POINTER OUT OF HANGE
Ih=pecitied

Argd: tfffccBllaidideidl, Un=specitied

Argd AT ., n=pecitied

Argd , In=pecitied
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0000000

Hardening Windows 10 with zero-day exploit mitigations

https://blogs.technet.microsoft.com/mmpc/2017/01/13/hardening-windows-10-with-zero-day-exploit-mitigations/

Hardening Windows 10 With Zero Day Exploit Mitigations Under The
Microscope

https://improsec.com/blog//hardening-windows-10-with-zero-day-exploit-mitigations-under-the-microscope



https://blogs.technet.microsoft.com/mmpc/2017/01/13/hardening-windows-10-with-zero-day-exploit-mitigations/
https://improsec.com/blog/hardening-windows-10-with-zero-day-exploit-mitigations-under-the-microscope
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Anniversary Update - Read

Line  Address MName Address 2 MName 2 Ratic BBlocks1l BBlocks 2 Descrniption

01202 1c00c8abld MtlUserGetAncestor  1c00df060 MNtUserGetAncestor 0.880 29 249 Perfect match, same name

MillserGetfncestor
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Anniversary Update - Read

Line Address Mame Address / Mame 2 BBlocksl BBlocksZ Description

00495  1c00c8bbc  GetParent 1c00dflbc _GetParent 1.000 5 5 Function hash

00121 1c00915ec GetMessageWindow  1c0039850  GetMessageWindow 1000 3 3 Function hash
01449 1c00504e0 UserSetlastError 1cd003269c  UserSetLastError 1.000 10 10 Perfect match, same name

00455 1c005df50 _GetDesktopWindow 1c008774c _GetDesktopWindow  1.000 - - Function hash



MWR
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Anniversary Update - Read

++

ChUsers\test\Desktoptlow_cmd.exe

low [The system cannot find message text for message number 8x2358 in the message file for Application.
(c) 2816 Microsoft Corporation. All rights reserved.

tli :\Usersitest\Desktop:>

CVE-2(

—
r

VC_TEC

- 0 Ask me anything

- 22:18
L | A R i

[

https://www.youtube.com/watch?v=nPR221S0-0Y


https://www.youtube.com/watch?v=nPR22IS0-oY
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Anniversary Update - Write

Line  Address MName Address 2 MName Z Ratic BEBlocksl BBlocks2 Description
00010 10074938 DefSetText 10038530 DefSet Text 0.970 27 29 Perfect match, same name
01497 1c00ebabl MNtUserDefSetText 1c010b700 MNtllserDefSetText 0.960 21 20 Perfect match, same name

[rEx+0DEh]
FCcx, r3sl
DesktopVerifivyHeaplargellnicodeString

ecx, [rap+s8htarg 10]

el sl ol =l
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Anniversary Update - Write

+ Verifies the Window Name is within the Desktop Heap
+ By comparing to details in tagDESKTOP

+ The pointer from which comes from tagWND

+ And it isn’t verified...

+ ...and we can modify tagWND
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Anniversary Update - Write

1. Read the tagDESKTOP pointer from tagWND

2. Overwrite tagDESKTOP pointer to point to user
mode memory

LABS

tagWND

HANDLE h = OxFFFFFFFF

PVOID rpDesktop = OxFFFFFFFFFFFFFFFF
PVOID pSelf = OXFFFFFFFFFFFFFFFF

PVOID spwndParent = OXFFFFFFFFFFFFFFFF

strName.Buffer = OxFFFFFF FFFFFFFFFF
unsigned int cowndExtra = 0x04000000

tagWND

HANDLE h = OxFFFFFFFF

PVOID rpDesktop = OXFFFFFFFFFFFFFFFF
PVOID pSelf = OXFFFFFF FFFFFFFFFF

PVOID spwndParent = OXFFFFFFFFFFFFFFFF

strName.Buffer = OxFFFFFFFFFFFFFFFF
unsigned int cowndExtra = 0x00000000
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Anniversary Update - Write

1. Read the tagDESKTOP pointer from tagWND

2. Overwrite tagDESKTOP pointer to point to user
mode memory

LABS

tagWND

HANDLE h = OXFFFFFFFF

PVOID rpDesktop = OXFFFFFFFFFFFFFFFF
PVOID pSelf = OxFFFFFF FFFFFFFFFF

PVOID spwndParent = OXFFFFFFFFFFFFFF FF

strName.Buffer = OxFFFFFFFFFFFFFFFF
unsigned int cowndExtra = 0x04000000

tagWND

HANDLE h = OxFFFFFFFF

PVOID rpDesktop = 0x000000002a000000
PVOID pSelf = OxFFFFFFFFFFFFFFFF

PVOID spwndParent = OxFFFFFFFFFFFFFFFF

strName.Buffer = OxFFFFFFFFFFFFFFFF
unsigned int cowndExtra = 0x00000000
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Anniversary Update - Write tag WD

HANDLE h = OxFFFFFFFF

. Read the tagDESKTOP pointer from tagWND PVOID rpDeskiop = OxFFFFFF FFFFFEFFFF

PVOID pSelf = OXFFFFFFFFFFFFFF FF

PVOID spwndParent = OxFFFFFFFFFFFFFFFF

2. Overwrite tagDESKTOP pointer to point to user
strName.Buffer = OxFFFFFFFFFFFFFFFF
mOde memory unsigned int cowndExtra = 0x04000000

3. Fake required values to pass checks

tag\WND

4. Overwrite strName S NDIE hOXTEPPETFE

PVOID rpDesktop = 0x000000002a000000
PVOID pSelf = OxFFFFFFFFFFFFFFFF

PVOID spwndParent = OXFFFFFFFFFFFFFFFF

strName.Buffer = 0x4141414141414141
unsigned int cowndExtra = 0x00000000
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Anniversary Update - Write

1.

2.

Read the tagDESKTOP pointer from tagWND

Overwrite tagDESKTOP pointer to point to user
mode memory

. Fake required values to pass checks

. Overwrite strName

. Call NtUserDefSetText

MWR

LABS

tagWND

HANDLE h = OxFFFFFFFF

PVOID rpDesktop = OXFFFFFFFFFFFFFFFF
PVOID pSelf = OXFFFFFFFFFFFFFFFF

PVOID spwndParent = OxFFFFFFFFFFFFFFFF

strName.Buffer = OxFFFFFFFFFFFFFFFF
unsigned int cowndExtra = 0x04000000

tag\WND

HANDLE h = OXFFFFFFFF

PVOID rpDesktop = 0x000000002a000000
PVOID pSelf = OxFFFFFFFFFFFFFFFF

PVOID spwndParent = OXFFFFFFFFFFFFFFFF

strName.Buffer = 0x4141414141414141
unsigned int cowndExtra = 0x00000000
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MWR
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Anniversary Update - Write tag WD

1.

2.

HANDLE h = OXFFFFFFFF

Read the tagDESKTOP pOinter frOm tagWND PVOID rpDesktop = OXFFFFFFFFFEFFFEFF

PVOID pSelf = OXFFFFFFFFFFFFFFFF

PVOID spwndParent = OXFFFFFF FFFFFFFFFF

Overwrite tagDESKTOP pointer to point to user
strName.Buffer = OxFFFFFFFFFFFFFFFF
mode memory unsigned int cowndExtra = 004000000

. Fake required values to pass checks

tagWND

. Overwrite StrName HANDLE h = OXFFFFFFFF

PVOID rpDesktop = OXFFFFFFFFFFFFFFFF

Cal I NtUse rDefSetTe Xt PVOID pSelf = OXFFFFFF FFFFFFFFFF

PVOID spwndParent = OxFFFFFF FFFFFFFFFF

. Replace tagDESKTOP onsigned nt downdEtra - (X00000000
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Anniversary Update - Write (2 WD

HANDLE h = OXFFFFFFFF

Read the tagDESKTOP pOinter frOm tagWND PVOID rpDesktop = OXFFFFFFFFFFFFFFFF

PVOID pSelf = OXFFFFFFFFFFFFFFFF

1.
2.

AN

5. Call NtUserDefSetText

. Fake required values to pass checks

MWR

LABS

Overwrite tagDESKTOP pOinter O pOint to user mode PVOID spwndParent = OXFFFFFFFFFFFFFEFF
mMemao ry ;t'rName.Buffer = OXFFFFFFFFFFFFFFFF

unsigned int cowndExtra = 0x04000000

. Overwrite strName tagWND

HANDLE h = OXFFFFFFFF

PVOID rpDesktop = OXFFFFFFFFFFFFFFFF
PVOID pSelf = OXFFFFFF FFFFFFFFFF

. Re p I ace tag D ES KTO P A/OID spwndParent = OxFFFFFFFFFFFFFFFF

strName.Buffer = OxFFFFFF FFFFFFFFFF

. Re p I ace St rN a m e unsigned int cowndExtra = 0x00000000
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Anniversary Update - Write

1.

2.

Read the tagDESKTOP pointer from tagWND

Overwrite tagDESKTOP pointer to point to user mode memory
Fake required values to pass checks

Overwrite strName

Call NtUserDefSetText

Replace tagDESKTOP

Replace strName

Details @ https://improsec.com/blog//hardening-windows-—
1 0-with-zero-day-exploit-mitigations-under-the-microscope

LABS

tagWND

HANDLE h = OXFFFFFFFF

PVOID rpDesktop = OXFFFFFFFFFFFFFFFF
PVOID pSelf = OXFFFFFF FFFFFFFFFF

PVOID spwndParent = OXFFFFFFFFFFFFFFFF

strName.Buffer = OxFFFFFFFFFFFFFFFF
unsigned int cowndExtra = 0x04000000

tagWND

HANDLE h = OXFFFFFFFF

PVOID rpDesktop = OXFFFFFFFFFFFFFFFF
PVOID pSelf = OXFFFFFF FFFFFFFFFF

PVOID spwndParent = OXFFFFFFFFFFFFFFFF

strName.Buffer = OxFFFFFFFFFFFFFFFF
unsigned int cowndExtra = 0x00000000



https://improsec.com/blog/hardening-windows-10-with-zero-day-exploit-mitigations-under-the-microscope
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ChUsers\test\Desktoplow_cmd.exe

The system cannot find message text for message number 6x2358 in the message Tilejd
for Application.

(c) 2616 Microsoft Corporation. All rights reserved.

% e

C:\Users\test\Desktop>_

Test Mode
Windows 10 Pro

Build 14393.rs1_release. 160715-1616

1 . 23:50
w O 0 A Q A = e o0 B2

https://www.youtube.com/watch?v=a R11Fzpk c


https://www.youtube.com/watch?v=a_R11Fzpk_c
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Conclusions

+ Windows kernel has a massive complex attack
surface

+ Exploit development rapidly becoming harder
+ Not going away anytime soon

+ OEM'’s will destroy your security
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Questions?
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