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What are they?

* Systems for centrally managing large
networks

* Provision new machines

* Support thin client networks
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Why use them?

* Centralised management = easier
management

Easier Management = better
consistency

Combination = lower operational costs
and better quality
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So why me?

* Why pwn just one system....?
* Used In enterprise environments
°* Seem to have (security) Issues...

* Often used to Improve security...
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Threat Vectors
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Basic Architecture Assumption
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Deployment Server Attacks
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Client Attacks
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Methods of Conducting These...

The usual suspects...

Direct Attacks

Server Impersonation
Client/Server Traffic Interception
The malicious client
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Environment Concerns




Environmental Concerns
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When standard builds fall

° — “Automated Re-
Imaging/PXE booting Is going to save
us so much time”

— “| just stole your standard
build and admin password muhahaha!”
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Did someone say something
about eggs?

* Deployment Server =
Holy Grall
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Case Study: Altiris Deployment Solution




Altiris Deployment Solution
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Overview

Now owned by Symantec

Rebadged by various different
vendors

Dell OpenManage
HP Rapid Deployment

Also partnered with Oracle, IBM,
Cisco, Intel and VMWare
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Basic Architecture

Client/Server model
Agent installed on every client

Agents connect to server an
receive commands

SQL Server DB backend

Server managed via thick client or
web interface
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Previous Vulnerabilities

Plenty
Client privilege escalation

SQL Injection and Directory
Traversal

Server Impersonation due to lack of
authentication
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New Vulns: Server Impersonation

Key-based server authentication
was added

| found this was simple to bypass
eads to two valid attack vectors

Worse due to multicast
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New Vulns: Server Impersonation

Skream Conbent

Request=5endFile
Filename="c:"\mwrtestlz34d.exe'
Date=1207a43570
Attributes=32
size=115712

Port=bbb6
schedule-I10=100000008
Task-Segquence-ID=0
Task-Type=CopyFile

4T Tow-Defer=5
CurrentFilecount=1
TotalFileCount=1
TotalFileCopysize=115712
ID=5000001
.Request=authenticate

i pherText=GuzsLH_DAv 2y | STDZLyvKYCxa [IQIUP .. RVE~LAXSOMZ0Z. gMay sEHIKEZ { S0dj{ U TwzPyu_cg. Mux
[gst_M{]BGEIKm1C\WMAxunznthuTikoiDE_anRnuaY{jkA1x_nDHUA Sﬂ.F{15PLE~dAu1‘a.Koec{e‘
108h vyt JThH{ gP™wni g tnFwai FLBEzGGEg_CEwynet xkebRHER=amzg thovd [In~hoplIHjoBFDL 1] T
BRTLXM_KSAPIA. ¥I~|xxpngd@x@tofy[csIirpsaiguBe] ]| PxiUUUET P | s AMONLFEY_asj@8FrGeTA |
Avmvzﬂzo_xUG\pLqurF@jxruC|J\tqjixKAAqQ?RMt21ipp_qufzi{Yde.max1|eAP2RxVF2A1qCTEY‘\
{Mr‘l:l ZXNTEPYTYRY 10AxIH T FerbgBztoreuoc@yTPr INSArR . KE_B2 I ]C| | rEEBAT hA-~UBdHI L CpoANuT cmaols IM|
[vrLt_ AFwWGTha_gomL cmi-Exptatmr-H | @r-vfnkow_{ FenhPLxSdv. K{IT| "KD__CPIaDmtBRACCGw] |
vr_ako| |Y]Tn|ZovKpogtT | NagkmsROf. HY]SUSOL | nl | ga@Fe 1 I0NGR] Py pwowUEYY
[MtwSShzTghPAZANF. §. WAOEpD

.Reply=sendrile

schedule-ID=100000008

Task-Segquence-ID=0

Result=success

Status-Code=0

Status-ModuTle=aclient

.Request=LiveEvent

Event=Execute




The Deployment Solution server
installer generates a security key
and saves it in the registry

The Server reads the
security key from the
registry.

—

U=zer adds the security
key 1o the AClen
nagistry.

The Server accepts the Socket Connection The ALRent

sends th
AClent connection

connaction

.
Enable key
based
authentication

chackbox
Salacied

he AClient generates

a random challenge key

and encrypls it using
the sacurily kay

I

The AClent stores the
random challenge key
in the reg i

The Server decrypts the
challenge key and again
encrypis it with iis own
securty key. The Server

Reques: = Authentication The AClient sends

connection reques!
sends the reply to the the server
AChent

The AClient decrypis this
Reply = Authantic i
companas it with the
random challenge key it
has already generated

/ ﬁ\‘“
_~"Both the

maatch, > o

with the sk
Authentication failed.
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Attack #1 — Compromising Laptops
Outside the Network ;

* Server Impersonation

* Redirect Traffic at Wi-Fi :
hotspots |
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Attack #2 — Compromising <any>
Inside the Network

* Connection Hijacking

e Forced TCP Connection
Termination
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Killing an Idle TCP Connection (1)

Idle TCF Port 402 Connection

Altiris managed Deployment

client . , Server

Attacker
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Killing an Idle TCP Connection (2)

Idle TCP Port 402 Connection

‘

Altiris managed Deployment

client - Server
* Vol
S .
;\\ A

ACK Packet containing
Correct TCP sequence IDs

Attacker
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Killing an Idle TCP Connection (3)

_

Altiris managed Deployment
client P Server

Pa

Spoofed TCP RST

Attacker
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New Vulns: DB Management
Authentication Bypass

* “Middle Man”
* Listens externally by default

* Similar coding error to before
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New Vulns: DB Management
Authentication Bypass

* A Dbit of IDA Pro use reveals...

* ScheduleEvent, AddUser,
SetPrivilege,
UpdatePXEBootOptions etc...
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Attack #3: Full Server Compromise

* Turns out further vulns in DB
Management are more useful...
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New Vulns: Unauthorised File
Disclosure/DoS

* Dynamic Port used for file transfer
* No session control
* Encryption prevents file disclosure

* DoS still prevents patching etc...
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New Vulns: Unauthorised File
Disclosure/DoS

"2 Follow TCP Stream
Skream Cankent

¥
03 00 00 00 04 00 00 00 ff £f 00 00 MZ.. ... .oo....
00 00 00 00 40 00 00 00 00 00 00 00

00 00 00 00 00 00 00 00 00 00 0O

00 00 00 00 00 00 00

00 b4 09 cd 21 b8 01 4c cd 21 5

72 af 67 72 6l 6d 20 63 61 6e 6e &f is progr am canng
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New Vulns: Client Privilege
Escalation

 ACLIENT.EXE = SYSTEM service
* ACIntUsr.exe = GUI control client
* “Everyone:Full Control”

* Canyou say Trojan?
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New Vulns: Client Privilege
Escalation

ACLIEMT aclient.inp ACInkUsy dynamic

ﬂ..?ﬁ ACIntUsr Properties

GE”E’E‘|1 Wersion  Security ] Summar_l,li General] Version  SECLity i Summar_l,l]

Mame | ddd.. T

ﬁ Adminiztrators MM 2K Adminiztrators) AR

Remove R e Siera
ﬁ Power Users PN 2EMPower Users)
€7 SYSTEM

€7 TERMINAL SERVER LISER
€7 Users [wIN2K D sers)

Permizgions: Permiszions;

Full Contral Full Cantral

b dify b cucdify

Read & Execute L Read & Execute
Read Read

Wik "write

HREREE| 2
=
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What | (and others) are not telling you

* There are significant issues | have
discovered that are not yet public

* There are 0-day exploits available
for sale (VulnDisco)

* My personal opinion is there are
more to find
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Further Work

* Architectural investigation of PXE
and automation environment

* LOTS of implementation level work
to be done

* Numerous network services not yet
touched
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Further Work — Network Services

Where is this Is this port

uD

— Page 1 of 2!

14 ports on
server alone!

ent Web

} Management
{Middle Man)
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Outline

Defence




Defence
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General Deployment Solution Advice

Consider the impact on your
environment

Pay attention to configuration and
privilege assignment

Consider independent testing
Analyse security trade off
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Altiris Specific Defence
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Communications Security

* Use a well tested encrypted tunnel
for client/server comms

* |PSec through group policy

* Stunnel (probably difficult)
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Defence in Depth

_ots of services exposed by default
~irewall, firewall, firewall!

Dynamic file port makes deny all
tricky...

At the very least block TCP 505,
8080 and 8081
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Configuration

* Altiris opens a file share by default

* Pay attention to the permissions
you set on it

* |nsecure write permissions =
trojaned deployment server and/or
clients!
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Conclusion

Deployment solutions can heavily
Impact security

Altiris In particular has very
significant vulnerabillities

If you haven’t considered the issues
outlined today, your entire network
IS at risk

Get thinking!
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Questions?




