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Persistence

It's almost a guarantee that
when you start your computer
you will open a we browser
Auto installed on all windows
machines

Web browser making web call
Isn't suspicious
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Java Applets
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Browser Settings

home, and new tab page

On start-up

Open the new tab page

Open s from the previous s:

Open cus
] D

Start, home, and new tab page

m and |
ti
Home button

home button on the toolbar

New tab page

Send feedback

Managed by your organisation

onsulting services

Add site

Use all open tabs
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Preterences File

C: > Users > User > AppData > Local > Microsoft > Edge > User Data > Default > JS Preferences > ...

4418 "pref_version": 1

4419 }s

4420 "created_by_version": "136.e.324@.92",

4421 "creation_time": "13389994331444274",

4422 "edge_crash_exit_count": @,

4423 "edge_password_is_using_new_login_db_path": false,
4424 "edge_password_legin_db_path_flip flop_count": @,
4425 "edge_passwords_more_menu_label_shown": true,

4426 "edge_profile_id": "622b724b-442f-46d5-a7f3-ac86c36bBaa2”,
4427 "edge_user_with_non_zero_passwords": true,

4428 "exit_type": "Crashed",

4429 "has_seen_signin_fre": true,

4430 "icon_version": 15,

4431 "icon_winll_format™: false,

4432 "is_relative_to_aad": false,

4433 "isolated_web_app": {

4434 "install": {

4435 "pending_initialization_count": @

4436 }

4437 },

4438 "last_engagement_time": "13488736846334453",

4439 "last_time_obsolete_http_credentials_removed": 1758555644.919427,
4449 "last_time_password_store_metrics_reported"”: 1764237464.510952,
4441 "managed_user_id": "",

4442 "name": "Profile 1",

4443 "network_pbs": {

4444 "3alabd5": {

4445 "last_updated”: "13408711396566912",

4445 "pb": 13

4447 }

AAAe ]
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Secure Preterences File

{} Secure Preferences ®

C: > Users > User > AppData > Local > Microsoft > Edge > User Data > Default > {} Secure Preferences > ...

1319
1320
1394
1395
1396
1397
1398
1399
1400
1401
1402
1403
1404
1485
1406
1407
1408

“protection™: {
"macs": {
"search_provider_overrides”: "C83A93901F143CAF43EGE6F9096F80660D4AB5C76496BBC648AFO8757F1F12A7",
"session": {
"restore_on_startup"”: "43C42DF@F19E6©2DB4ABOAS4EBS6D6A7E1B56B8A6090D2DD49B18C764E389B3C",
"startup_urls": "©F1©81291044CD7E162E56B18B75774ADSE1EOCED1©F110F16F511D56EB18EAS"

}J
"super_mac": "F56C60A67AA7DD931F9337C49AB6C1CBEDBC37ED53809306B637D3FC2C1BC457"
Iy
"session": {
"restore on startup": 4,
"startup_urls": [
"http://reversec.com/"




HMAC

Message & Message & MAC
—

Create MAC

e

Same key is used to
create and verify MAC

Client

Shared Secret Key

E I Message

Verity MAC Recipient

Vol

Server

https://cyberhoot.com/cybrary/hmac-authentication/



https://cyberhoot.com/cybrary/hmac-authentication/
https://cyberhoot.com/cybrary/hmac-authentication/
https://cyberhoot.com/cybrary/hmac-authentication/

That was until | found

HMAC and “Secure Preferences”:
Revisiting Chromium-based Browsers Security

Pablo Picazo-Sanchez, Gerardo Schneider, and Andrei Sabelfeld

Chalmers University of Technology
Gothenburg, Sweden,

.se/~andrei/cans20.pdf



https://www.cse.chalmers.se/~andrei/cans20.pdf

We executed the script on 100 different computers with different OSs (48
Linux, 44 Windows and 8 MacOS) and the results can be seen in Table 2.
Concluding that the seed is not randomly computed as claimed. Concretely, the
seed is: b’ \xe7H\xf36\xd8" \xa5\xf9\xdc\xdf’ \xd8\xf3G\xa6 [L\xdffv\x00\
xfO0-\xf6rJ*\xf1\x8a!-&\xb7\x88\xa2P\x86\x91\x0c\xf3\xa9\x03\x13ihq\
xf3\xdc\x05\x8270\xc9\x1d\xf8\xba\0\xd9\xc8\x84\xb5\x05\xa8’. We run
this experiment on Chrome version 85.0.4172.0.

Brave, Microsoft Edge and Opera We executed the same script as for
Chrome to extract the seed on Brave, Edge and Opera but we could not change
the user’s settings. We had then to perform a brute force attack to extract the
seed because the file was different than in Chrome. We got an alarming result con-
cerning these four vendors: the seed is the blank string, i.e., seed = b’ ’ in both
Windows and MacOS. The version of Microsoft Edge we used was 85.0.564.51,
for Brave we used version 1.14.81 (based on Chromium: 85.0.4183.102) whereas
for Opera we used version 71.0.3770.148.




Sorry not in scope

| don't think this is a security vulnerability however.

If you can run code on the user's machine as the user, it is unsurprising that you could beat this.

See https://chromium.googlesource.com/chromium/src/+/master/docs/security/faq.md#why-arent-compromised_infected-machines-in-chromes-threat-model for more details.
Your script could also replace chrome with a fork that does everything chrome does except verify the preferences.

| think Secure Preferences is a best effort attempt at stopping lower-level abuse, not a security guarantee.

I'm going to leave view restrictions for now out of caution, but | think these will be removed once we get confirmation this isn't a security issue.

Immutable Laws of Security v2

e Law #1: If a bad actor can persuade you to run their program on your computer, it's not solely your computer

anymore.
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Verify MAC

Recipient

Server
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Local Access

{} Secure Preferences ®

C: > Users > User > AppData > Local > Microsoft > Edge » User Data > Default > {} Secure Preferences > ...

1319
1320
1394
1395
1396
1397
1398
1399
1400
1401
1482
14e3
1404
1405
1406
1497
1468

Attack Path

"protection™: {
“"macs™: {
"search_provider_overrides": "C83A939@1F143CAF43E6E6F9096F80660D4AB5C76496BBC648AF@8757F1F12A7",
"session": {
"restore_on_startup": "43C42DFBF19E@B2DBAABOA94EBS6D6A7E1B56B8A6090D2DD49B18C764E389B3C",
“startup_urls": "@F1081291044CD7E162E56B18B75774AD9E1E@CED1OF11@F16F511D5@EB18EAR"

|5
"super_mac”: "F56C6@A67AA7DD931F9337C49AB6CLCBEDBC37EDS53809306B637D3FC2C1BCA457™
15
"session": {
"restore_on_startup": 4,
"startup_urls": [
"http://reversec.com/"

Edit the Secure
Preferences file

Edge Loads settings

22
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1. Startug




/settings/startHomeNTP

Settlngs Start, home, and new tab page

On start-up
Open the new tab page
Open tabs from the previous session

@ Open custom sites

Sites

B Reversec - offensive-driven cybersecurity consulting services

Clear the list and set it to all currently open tabs

Home button

Show home button on the toolbar

New tab page

Copilot new tab page

Preload your new tab page

Send feedback

& Managed by your organisation

1408 |}

{} Secure Preferences ®

Add site

Use all open tabs

C: > Users > User > AppData > Local > Microsoft > Edge > User Data > Default > {} Secure Preferences > ...

"protection”: {
"macs":
"search_provider_overrides": "C83A93901F143CAF43E6E6F9996F80660D4AB5C76496BBC648AFO8757F1F12A7",
"session": {
"restore on startupn": "43C42DFOF19E@62DB4ABOA94EBS6D6A7E1BS6B8A6@90D2DD49B18C764E389B3C",
"startup_urls": "©F1081291844CD7E162E56B18B75774ADSE1EOCED1@F110F16F511D50EB18EAS™

"super_mac": "F56C60A67AA7DD931F9337C49AB6C1CBEDBC37ED53809306B637D3FC2C1BC457"
}s

"session": {

"startup_urls":
"http://reversec.com/"

25



session.startup_urls [ SHA256 J

)
[“https://reversec.com”] n /

message =
sid + path +
value

S-1-5-21-3234566417-
3121902272-2793192418

SID

Fig. 2. HMAC protocol in Chromium based browsers



https://www.cse.chalmers.se/~andrei/cans20.pdf

"macs":
"browser™: {
"show_home_button”: "635CC45E045A47C4BD3FOF434008768CC818CF8FD2C92DFFB81B8D434A428A810"
), SHA256
"default_search_provider_data™: {
"template_url_data": "81AC699D27382DF43BOAGB6DEEABOE6CC7A63958DABBBSCEES556315BEFALCCE”
1
"edge": {
"services”: {
"account_id": "F6B846F856B572DF8475BBBC41A57DA95CBA791685614D57C7CBD22AC1668B783",
"last_username": "BA2A4087859BD761045E1E828C1EE346EC4891E6C84656FA7E659AA983C64618"

message =
sid + macs
”
S-1-5-21-3234566417-

3121902272-2793192418

SID

Fig. 2. HMAC protocol in Chromium based browsers



https://www.cse.chalmers.se/~andrei/cans20.pdf

Edge runs in background

< System and performance / System

Start-up boost
Opens Edge faster when you start your device. Learn more

def kill_edge():
"""Terminate all running Edge processes."""
for proc in psutil.process_iter(["name"]):
if proc.info["name”] and "msedge"™ in proc.info["name”].lower():
try:
proc.kill()
except Exception:

pass

28



C: > Users > User > AppData > Local > Microsoft > Edge > User Data > Default > JS Preferences > ...

ekl f

4418
4419
4420
4421
4422

4423
4424

"edgeé

PEMILSSLUMN_dLLLuns : 1],
"pref_version": 1

ts

"created_by version": "136.8.3240.92",

"creation_time": "13389994331444274",

"edge_crash_exit_count": @,

"edge_password_is_using new_login_db_path": false,

User " With 'néri~ Zero passwor

'exlt type": "Crashed",
"has_seen Slgnln fre”: true,

4434
4435
4436
4437
4438
4439
4440
4441
4442
4443
4444
4445
4446
4447

AAAC

~1solatea.web_app
"install": {
"pending_initialization_count™: @
}

}s
"last_engagement_time": "13488736846334463",

"last_time_obsolete_http_credentials_removed": 1758555644.919427,
"last_time_password_store_metrics_reported": 1764237464.510952,

"managed_user_id": "",
"name": "Profile 1",
"network_pbs": {
"3alabd5": {
"last_updated”: "134087113965665912",
"pb": 13
}

29



X @ ChatGPT % |

Verify You Are Human

Please verify that you are a human to continue. @

Verification
Steps

1. Press Windows
Button "&&" + R

2. Press CTRL + V
3. Press Enter

15:01
23/11/2025

‘1 Tempstorise ~ 1 i) ENG



== slack

Slack brings the
team together
wherever you are

We'll take you to your web browser to sign in and then
bring you back here.
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What is a Java Applet

The Wide World of Applets

What are A

An applet is a small executable module, that normally doesn't have the complete features and user interface of a normal application. Java is the language
most commonly associated with applets. An applet is like a small piece of executable code that needs a full application to contain it. The applet runs inside
of the application in a "sand box" or "virtual machine, "which is a set of computer resources and instructions that makeup an environment for the applet's

execution.

Example

This is an example applet called Photo Album IT by Intel Applets. Pretty neat!

https://lessonplans.btskinner.com/applet.ntml

34


https://lessonplans.btskinner.com/applet.html

RuneScapel!

runescape.com

Search...

Old School RuneScape Game

" World 326
to switch

o

. WoidMep ] Rues Mgy NN soocn
—

member username  / Hide username

Cancel

Can’t login? Click here.
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HTML Domument

<hinl=

<hody=
“LHPPLET code="Hellb"Ward.class ""WID TH=500 HEIGH T=200=

<APPLET=

=thody=
<himl=

=

Wb Sermy

Javra Applet Bytecode

1. Userselects HTML page with embedded applet.
2. Java bytecode 15 doarnloaded by broarser and
exemuted by mntegrated b ytecode mterpreter.

https://support.novell.com/techcenter/articles/dnd19960801.html



https://support.novell.com/techcenter/articles/dnd19960801.html

imgfiip.com

37



What do we need to make this work?

Need to Edge to open the page in [E mode

We need the Java Applet to have permissions beyond the Java
Sandbox

We need the applet to be transparent to the user



IE pages file

Default browser

Allow sites to be reloaded in Internet Explorer mode (IE mode) (?)

Start, home, and new tab page _ , o L , . -
When browsing in Microsoft Edge, if a site requires Internet Explorer for compatibility, you can choose to reload it in Internet

Explorer mode
Languages
Internet Explorer mode pages Add a page
Downloads P pag pag
These pages will open in Internet Explorer mode for 30 days from the date you add the page. You have 1 page that'll
Accessibility automatically open in Internet Explorer mode

System and performance

Reset settings Page Date added Expires

ws https://bbc.co.uk/ 2025/11/27 2025/12/27

Extensions

Al innovations

_ Internet Options
About Microsoft Edge




< O £ |G https://www.bbe.co.uk

You're in Internet Explorer mode. Most pages work better in Microsoft Edge. Open in Microsoft Edge

VVCLLVIIIC WV LIIIN Wi

Households face 'dismal' rise in Chris Mason: Starmer could
spending power, says IFS, as have scrapped child benefit cap
Starmer defends Budget last year - why did he wait?

Labour drops plan to give workers
protection from unfair dismissal from first

dayinajob
Employees will instead get the right after six months - the promise was a key pledge in the
party's manifesto ahead of last year's general election.

=8 politics - B 368 =8 Business - E3150 =8 politics - B 922

Three arrests after BBC investigation into
criminal network on High Street




"https://bbc.co.uk/": {
"date added": "13408741086854179",
"engine": 2,
"source": 3,
"visit state": false,
"visits after expiration”: ©

}s



Java Applet Permissions

What Applets Can and Cannot Do

Java applets are loaded on a client when the user visits a page containing an applet. The security model behind Java applets has been designed
with the goal of protecting the user from malicious applets.

Applets are either sandbox applets or privileged applets. Sandbox applets are run in a security sandbox that allows only a set of safe operations.
Privileged applets can run outside the security sandbox and have extensive capabilities to access the client.

https://docs.oracle.com/javase/tutorial/deployment/applet/security.html

42


https://docs.oracle.com/javase/tutorial/deployment/applet/security.html

Java Applet Permissions

policy X

C: > Users > User > java > = policy
grant codeBase "http://microsoft.hacker.local/*"{

};

1
2 permission java.security.AllPermission;
3
4



User Warnings

Security Information

The application’s digital signature has
been verified. Do you want to run the
application?

Name: helloexeapplet
Publisher: Unknown

From: http://microsoft.hacker.local

Always trust content from this publisher.

Cancel

This application will run with
unrestricted access which may put
your personal information at risk. The
publisher's identity has been verified.
Run this application only if you trust
the publisher.

More Information...

44



eployment.properties

3 deployment.properties X

C: > Users > User > AppData > LocalLow > Sun > Java > Deployment > £¥ deployment.properties
1 #deployment.properties

2 #Wed Dec 10 12:43:83 GMT 2025

3 deployment.javapi.lifecycle.exception=true

4 deployment.trace=true

= deployment.javaws.autodownload=NEVER

6 deployment.version=8

7 deployment.browser.path=C\:\\Program Files\\Internet Explorer\\liexplore.exe
8 deployment.security.blacklist.check=false

9 deployment.modified.timestamp=1745595904917

10 deployment.log=true

14 deployment.cache.enabled=false
15 deployment.cache.max.size=0
16 deployment.user.security.trusted.certs=C:/Users/User/.java/trusted.certs

18 #Java Deployment jre's
19 #Wed Dec 10 12:43:83 GMT 2825
20 deployment.javaws.jre.

®

.registered=true

21 deployment.javaws.jre.@.platform=1.6

22 deployment.javaws.jre.®.osname=Windows

23 deployment.javaws.jre.@.path=C\:\\Program Files (x86)\\Java\\jre6\\bin\\javaw.exe
24 deployment.javaws.jre.@.product=1.6.8_45

25 deployment.javaws.jre.@.osarch=x86

26 deployment.javaws.jre.@.location=http\://java.sun.com/products/autodl/j2se

27 deployment.javaws.jre.@.enabled=true

28 deployment.javaws.jre.@.args=

29



Regyelesin

GO0
Ghrome:

MICrOSoTT
LUge;

(O, 4

s

HIFCIOX

Vistual St o}
2019

F;

ViSUalStIdio)

Hefel3
Windows 10 Enterprise Evaluation
Windows Licence has expired
. Build 18362.19h1_release.190318-1202
2317
pe here to search o ~ D)
£ Type here to searc @ 6°C Clear ~ T d) BNG 23/11/2025 &



ExtensicC




Anatomy of an Extension

<> index.html
{} manifest.json

J5 scripts

< indexhtml X

{} manifestjson X

IS script.js X

IS scriptjs > ...
1 v function getWrod() {
fetch("https://random-words-api.kushcreates.com/api?words=1")

.then(res=>res.json())
.then(word=>document.getElementById("randomhWord").innerText=word[@][ "word"])

.catch(err=>console.log(err))

2

[+ + JEC Io ATV ) IR R W

12

}

getWrod();
ney

}

Flld Ll JANDERYIIRLUIWULDMY L] MAVSAYOMNIL LD WER MY LM LT JOHSOWL L LN L LW | P | J.ngl r‘g
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Very powertul permissions

Cookies

listory

Bookmarks

Clipboard Read & Write
Debugger

Read and change all your data on all websites.
Proxy




Can also run local binaries

WILD WEST HACKIN' FEST
@ MILE HIGH 2025

THE EXTENDABLES - EXPLOITING
BROWSER EXTENSIONS FOR
S PRIVESC AND PERSISTENCE




Native messaging

MChrome-extension://knld x %Y
<« C' | [} chrome ext

Hello Native App!
| Send |

Sent message {'"'text':""Hello Native App!"'}

Received message {'"'text'':""Hello Chrome App!"'}

poianpi

Connecting to native messaging host com.google.chrome.example.echo

=la] x ]

74 Native Messaging Example

Received [("text™:"Hello Native App!"™)
Sending ("text": "Hello Chrome App'"™)

Hello Chrome App|

https://blog.chromium.org/2013/10/connecting-chrome-apps-and-extensions.html

51


https://blog.chromium.org/2013/10/connecting-chrome-apps-and-extensions.html
https://blog.chromium.org/2013/10/connecting-chrome-apps-and-extensions.html
https://blog.chromium.org/2013/10/connecting-chrome-apps-and-extensions.html
https://blog.chromium.org/2013/10/connecting-chrome-apps-and-extensions.html
https://blog.chromium.org/2013/10/connecting-chrome-apps-and-extensions.html
https://blog.chromium.org/2013/10/connecting-chrome-apps-and-extensions.html
https://blog.chromium.org/2013/10/connecting-chrome-apps-and-extensions.html
https://blog.chromium.org/2013/10/connecting-chrome-apps-and-extensions.html
https://blog.chromium.org/2013/10/connecting-chrome-apps-and-extensions.html

Silently Installing extensions

F I | | ﬁ Registry Editor
O r C e n S t a File Edit View Favorites Help
Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Microsoft\Edge\ExtensioninstallForcelist
Partner ~ || Name Type

v Policies ab|(Default) REG SZ (value not set)
v Microsoft ab)q REG_SZ odfafepnkmbhccpbejgmiehpchacaeak

Data

Cryptography

Edge
ExtensioninstallAllowlist
ExtensionlnstallBlocklist
ExtensioninstallForcelist

MSDeploy

PeerDist

--load-extension

Deprecations

Removing the --load-extension flag

The --load-extension flag lets you load an unpacked extension from the command line. However, it was commonly

abused to load malicious and unwanted software into the browser. To address this, we are removing the flag in Chrome

137 and providing alternatives for any use cases including testing that still need this capability.
https://developer.chrome.com/blog/extension-news-june-2025#deprecations
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https://developer.chrome.com/blog/extension-news-june-2025#deprecations
https://developer.chrome.com/blog/extension-news-june-2025#deprecations
https://developer.chrome.com/blog/extension-news-june-2025#deprecations
https://developer.chrome.com/blog/extension-news-june-2025#deprecations
https://developer.chrome.com/blog/extension-news-june-2025#deprecations
https://developer.chrome.com/blog/extension-news-june-2025#deprecations
https://developer.chrome.com/blog/extension-news-june-2025#deprecations

"odfafepnkmbhccpbejgmiehpchacaeak": {
"account_extension_type": ©,
"active_permissions”: {

"api": [
"activeTab",
"scripting”

1,

"explicit_host": [
"#*://chat.openai.com/*",
"*://chatgpt.com/*"

]J

"manifest_permissions”: [],

"scriptable_host™: |
"#*://chat.openai.com/*",
"*://chatgpt.com/*"

¥

"commands": {},

"content_settings": [],

"creation_flags": 38,

"disable_reasons": [],

"events": [],

"first_install_time": "134©8713397901742",
"from_webstore": false,
"granted_permissions": {

"api": [
"activeTab",
"scripting"

]J

"explicit_host": |
"#*://chat.openai.com/*",
"*://chatgpt.com/*"



allowlistit




Credit to:

THE PHANTOM EXTENSION: BACKDOORING
CHROME THROUGH UNCHARTED PATHWAYS

Written by Riadh Bouchahoua - 23/09/2025 - in Pentest - Download .‘,’,
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Allowlisting Extensions

[ Registry Editor

File Edit View Favorites Help

REG 57 dapjbgnjinbpoindlpdmhochffioedbn
REG 57 mnblgcihmefdidbadceglkknnncinmic
REG 57 jbmdcdfnnpenkgliplbglfpninigbimi

LALTHIDIVININIDWINUIV CaIIo L ‘_‘h 14
MSDeploy

PeerDist
Peernet

aobcgffnbkbipbflopponndoiommhnch
ab|15 aodjmnfhjibkcdimpodiifdjnnncaafth
ab|16 ppnbnpeolgkicgegkbkbjmhlideopiji
ab|17 demelhhhnkocnphihjbhpafinknknkdf

SystemCertificates
Y abl1g aejoelaoggembcahagimdiliamlcdmfm

TPM

Windows

Windows Advanced Threat F

Windows Defender

Windows NT
RegisteredApplications

abl19 bkpoemflpiempcejpkoifiaklcjfkbak

ab|2 nhdogjmejiglipccpnnnanhbledajbpd
ab|20 nlbjncdgjeocebhnmkbbbdekmmmcbfjd
ab|21 bfibegjmeocibbdpfdbmbacmefcbannnbg
ab|22 gjpalhdInbpafiamejdnhcphjbkeiagm
VMware, Inc. ab|23 ienfalfjdbdpebioblfackkekamfmbnh
Windows ab|24 bcjindcccaagfpapjjmafapmmgkkhgoa

WOW6432Node ab|25 cmhmcmgkegfffbbfobhjpdbimgmoohap

SYSTEM ab|26 kegeenojcnijgmfgkcokknkbpmjcabdm

HKEY_USERS ablo7 jcgkcakggdpngjmgoiafdkhknhlighpp
HKEY_CURRENT_CONFIG ab|2g idfblidcbbfkggckamnibfbngnbgjocf

ab|29 gbbacdmgjdfajabgglpjifcedoajdimg

ab




How does the browser calculate IDs

A Chrome Extension ID is the first 32 characters of the
SHA256 hash of a public key, where characters O-9a-f are
translated to their respective a-p counterparts.

The Public key is stored in the manifest.json
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But there 1s more



0O |E" Mcrosoft Login X {3 Extensions X + = S %
& (O €@ edgey//extensions &) G 6 -

2 Your browser is managed by your organisation

Extensions Personalise your browser with extensions
Extensions are simple tools that customise your browser experience and offer you
Q rcl more control. Learn more

| {3 My extensions

Installed extensions
Keyboard shortcuts

From Microsoft Edge Add-ons Store

Get extensions for Microsoft Edge
@ uBlock Origin 0
From other sources
n Google Docs Offline @&
Developer mode ® X on enhances your offline experience wit gle Docs and comes pre-installed on your device

Allow extensions from other
stores. Learn more

Find new extensions

1 Get extensions for Microsoft Edge ’

Can't find what you're looking for? You can also get extensions from the Chrome Web Store.

. - i 1036
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Warnings about developer mode

Turn off extensions in developer mode

Running extensions in develop e can harm
your device. If you're not a developer, consider
turning off extensions in developer mode to protect

your device.

Learn more

Remind in 2 weeks

Remind on browser restart
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Warnings about developer mode

C: > Users > User > AppData > Local > Microsoft > Edge > User Data > Default > JS Preferences > ...

2115 “pinned_extensions": [],

2116 "ui": {

2117 "allow_chrome_ webstore": false,

2118 "dev_mode_warning_snooze_end _time": "13408740024730128"

2119 }



How to detend

Startup_url
Create an alert for SPF file for being modified for any other the appropriate browser

Java applet
Disable IE mode
Application allowlisting (app locker would be bypassed by local admin)
Vulnerability and Patch management — flag old java versions

Extensions
Fully disable extensions — Might be too much for most orgs
Force install extensions
Manage allowed permissions
Prevent access to sites via Runtime block hosts
Review installed extensions — We have done assessments like this
|dentify anomalous chrome extension file locations
Detailed guide to the ExtensionSettings policy | Microsoft Learn
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https://learn.microsoft.com/en-us/deployedge/microsoft-edge-manage-extensions-ref-guide
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https://learn.microsoft.com/en-us/deployedge/microsoft-edge-manage-extensions-ref-guide

Disclosure timeline

A few day ago, Microsoft Security Response Centre (MSRC) reached out to me
about this talk to verify that it wouldn't contain any unreported vulnerabilities

| replied confirming that it didn’t

MSRC then ask for a preview of my talk
| supplied them with a PDF of my slides
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Thank you
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