
Living on the 
Edge:

Abuse of Microsoft Edge for Persistence
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Who uses a 
Chromium based 

browsers?
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Who uses their 
browser almost every 

time they use their 
computer?
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Who knows what a 
Java Applet is?
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•Alex Brown

•Experience:

•Certs:

• Interests:

WHOAMI
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What is persistence?
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Persistence
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Startup folder

Run Keys



Office templates

Persistence
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Outlook homepage



Persistence
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• It's almost a guarantee that 
when you start your computer 
you will open a we browser

• Auto installed on all windows 
machines

• Web browser making web call 
isn’t suspicious

?
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1. Startup_urls
2. Java Applets
3. Extensions

Methods



Chromium internals
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Browser Settings
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Preferences File
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Secure Preferences 
File
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Secure Preferences File
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HMAC
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https://cyberhoot.com/cybrary/hmac-authentication/

https://cyberhoot.com/cybrary/hmac-authentication/
https://cyberhoot.com/cybrary/hmac-authentication/
https://cyberhoot.com/cybrary/hmac-authentication/


That was until I found
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https://www.cse.chalmers.se/~andrei/cans20.pdf

https://www.cse.chalmers.se/~andrei/cans20.pdf
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Sorry not in scope
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H MAC
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H MAC



Attack Path
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Edge Loads settings

Edit the Secure 
Preferences file

Local Access
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1. Startup_urls
2. Java Applets
3. Extensions

Methods



1. Startup_url
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[“https://reversec.com”]

S-1-5-21-3234566417-
3121902272-2793192418

session.startup_urls
+

message = 
sid + path + 

value

SHA256

https://www.cse.chalmers.se/~andrei/cans20.pdf

https://www.cse.chalmers.se/~andrei/cans20.pdf
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S-1-5-21-3234566417-
3121902272-2793192418

message = 
sid + macs

SHA256

https://www.cse.chalmers.se/~andrei/cans20.pdf

https://www.cse.chalmers.se/~andrei/cans20.pdf


Edge runs in background
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DEMO TIME 
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2. Java Applet
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What is a Java Applet
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https://lessonplans.btskinner.com/applet.html

https://lessonplans.btskinner.com/applet.html


RuneScape!
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https://support.novell.com/techcenter/articles/dnd19960801.html

https://support.novell.com/techcenter/articles/dnd19960801.html
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1. Need to Edge to open the page in IE mode

2. We need the Java Applet to have permissions beyond the Java 
Sandbox

3. We need the applet to be transparent to the user

What do we need to make this work?
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IE pages file
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40
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Java Applet Permissions
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https://docs.oracle.com/javase/tutorial/deployment/applet/security.html

https://docs.oracle.com/javase/tutorial/deployment/applet/security.html


Java Applet Permissions
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User Warnings
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deployment.properties
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DEMO TIME 
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Extensions
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Anatomy of an Extension
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•Cookies
•History
•Bookmarks
•Clipboard Read & Write
•Debugger

• Read and change all your data on all websites.
•Proxy

Very powerful permissions
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Can also run local binaries
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Native messaging
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https://blog.chromium.org/2013/10/connecting-chrome-apps-and-extensions.html
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• Force Install

• --load-extension

Silently Installing extensions
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https://developer.chrome.com/blog/extension-news-june-2025#deprecations
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Bypassing 
allowlisting
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Credit to:

55

https://www.synacktiv.com/en/publications/the-phantom-extension-backdooring-chrome-through-uncharted-pathways
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Allowlisting Extensions
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• A Chrome Extension ID is the first 32 characters of the 
SHA256 hash of a public key, where characters 0-9a-f are 
translated to their respective a-p counterparts.

• The Public key is stored in the manifest.json

How does the browser calculate IDs
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DEMO TIME 
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But there is more
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DEMO TIME 
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Warnings about developer mode 
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Warnings about developer mode 
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• Startup_url
• Create an alert for SPF file for being modified for any other the appropriate browser 

• Java applet
• Disable IE mode 
• Application allowlisting (app locker would be bypassed by local admin)
• Vulnerability and Patch management – flag old java versions

• Extensions
• Fully disable extensions – Might be too much for most orgs
• Force install extensions
• Manage allowed permissions
• Prevent access to sites via Runtime block hosts
• Review installed extensions – We have done assessments like this
• Identify anomalous chrome extension file locations
• Detailed guide to the ExtensionSettings policy | Microsoft Learn

How to defend
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https://learn.microsoft.com/en-us/deployedge/microsoft-edge-manage-extensions-ref-guide
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• A few day ago, Microsoft Security Response Centre (MSRC) reached out to me 
about this talk to verify that it wouldn’t contain any unreported vulnerabilities
• I replied confirming that it didn’t

• MSRC then ask for a preview of my talk
• I supplied them with a PDF of my slides

Disclosure timeline
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Thank you
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