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What If I told you…
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Security Monitoring → Security Risk
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BSides Dublin 2024 | Observability For Pentesters – Rory McCune (@raesene)

Security Monitoring → Security Risk

https://www.youtube.com/watch?v=NZIHBzq9tzY&ab_channel=SecurityBSidesDublin
https://www.youtube.com/watch?v=NZIHBzq9tzY&ab_channel=SecurityBSidesDublin
https://www.youtube.com/watch?v=NZIHBzq9tzY&ab_channel=SecurityBSidesDublin
https://www.youtube.com/watch?v=NZIHBzq9tzY&ab_channel=SecurityBSidesDublin


1. Intros

2. The Feature

3. The Attack

4. Root Cause & Remediation

Agenda
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whoami
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• Who Am I?

• Leo Tsaousis (@laripping)

• Senior Security Consultant, Reversec (fka WithSecure)

• based in London, UK

• Attack Path Mapping service lead

• Author of Leonidas for Kubernetes 

github.com/ReversecLabs/leonidas

https://github.com/ReversecLabs/leonidas
https://github.com/ReversecLabs/leonidas


whoami
• What Do I Do? 

• Offensive Security Exercises

• Lots of Research (& Conference talking!) 

• AWS @ Active Directory

• Kubernetes Attack Simulation

• Web App Vulns

• Android App Vulns

• Some 0days
• IBM: CVE-2024-31903
• Cisco: CVE-2020-26062, CVE-2020-26063
• Wind Vision: CVE-2021-22268, CVE-2021-22269, 

CVE-2021-22270, CVE-2021-22271
• Xiaomi: H1#804216
• AWS: no CVE assigned
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whoami
• What Do I Really Do?
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reversec.com/articles/what-is-attack-path-mapping/

https://reversec.com/articles/what-is-attack-path-mapping/
https://reversec.com/articles/what-is-attack-path-mapping/
https://reversec.com/articles/what-is-attack-path-mapping/
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https://reversec.com/articles/what-is-attack-path-mapping/
https://reversec.com/articles/what-is-attack-path-mapping/
https://reversec.com/articles/what-is-attack-path-mapping/


It starts with a scan…
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CloudWatch Dashboard 
Shared Publicly

Exposing data publicly 
is bad practice



A subtle hint
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/cloudwatch-dashboard-sharing.html

https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/cloudwatch-dashboard-sharing.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/cloudwatch-dashboard-sharing.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/cloudwatch-dashboard-sharing.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/cloudwatch-dashboard-sharing.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/cloudwatch-dashboard-sharing.html


A subtle hint
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/cloudwatch-dashboard-sharing.html

https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/cloudwatch-dashboard-sharing.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/cloudwatch-dashboard-sharing.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/cloudwatch-dashboard-sharing.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/cloudwatch-dashboard-sharing.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/cloudwatch-dashboard-sharing.html


cloudwatch.amazonaws.com/dashboard.html?dashboard=<NAME>&context=eyJ....
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Look Ma, no Auth



Under the Microscope
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CognitoIdentity:getID( identityPoolId ) 
→ identityId

CognitoIdentity:getCredentialsForIdentity(identityId ) 
→ credentials{}



Under the Microscope
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In-Cognito Authentication

• Cognito-based Authentication Flow 

• Enhanced (aka simplified) authflow

• a pattern for “delivering temporary, limited-privilege 
AWS credentials to an application needing to access 
AWS resources”

• All the app needs is an 
Identity Pool ID

20

https://docs.aws.amazon.com/cognito/latest/developerguide/authentication-flow.html

https://docs.aws.amazon.com/cognito/latest/developerguide/authentication-flow.html
https://docs.aws.amazon.com/cognito/latest/developerguide/authentication-flow.html
https://docs.aws.amazon.com/cognito/latest/developerguide/authentication-flow.html


context is key
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Field Example Value Description
R us-east-1

D cw-db-112233445566

U us-east-1_AaBb45dde

C e18aipaaaabbbbakdm7rc56kk

I us-east-1:52073456-1234-4567-89ab-12345678900d Cognito Identity Pool ID

O
arn:aws:iam::112233445566:role/service-
role/CWDBSharing-PublicReadOnlyAccess-DSTM21S9

M Public

Field Example Value Description
R us-east-1 Region of resources
D cw-db-112233445566

U us-east-1_AaBb45dde

C e18aipaaaabbbbakdm7rc56kk

I us-east-1:52073456-1234-4567-89ab-12345678900d Cognito Identity Pool ID

O
arn:aws:iam::112233445566:role/service-
role/CWDBSharing-PublicReadOnlyAccess-DSTM21S9

An IAM Role ARN?

M Public Sharing mode?



Whatever, show me the tags
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Reproduction Notes

• The user is warned of the risk of public sharing. Multiple Times
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Reproduction Notes

• The user is warned of the risk of public sharing. Multiple Times

• Cognito is what facilitates the public exposure of account data
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“Shadow Resources” Created Upon Sharing

Customer AWS account

Cognito Identity Pool Cognito User Pool Cognito App Client IAM Role

https://www.aquasec.com/blog/bucket-monopoly-breaching-aws-accounts-through-shadow-resources/
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Reproduction Notes

• The user is warned of the risk of public sharing. Multiple Times

• Cognito is what facilitates the public exposure of account data

• All set up done by CloudWatch (Console invoking APIs*) 
no User involvement
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Viewer Flow
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Viewer Flow
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1. User visits a Dashboard link (incl. context)



Viewer Flow
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1. User visits a Dashboard link (incl. context)

2. Dashboard app’s client-side code is 
retrieved from Amazon CDN



Viewer Flow
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1. User visits a Dashboard link (incl. context)

2. Dashboard app’s client-side code is 
retrieved from Amazon CDN

3. Dashboard app gets temp AWS creds 
from Cognito – Enhanced flow

CognitoIdentity:getID( identityPoolId ) 
CognitoIdentity:getCredentialsForIdentity(identityId )



Viewer Flow
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1. User visits a Dashboard link (incl. context)

2. Dashboard app’s client-side code is
retrieved from Amazon CDN

3. Dashboard app gets temp AWS creds 
from Cognito – Enhanced flow

4. Dashboard app pulls Manifest: Alarms, Metrics names

CognitoIdentity:getID( identityPoolId ) 
CognitoIdentity:getCredentialsForIdentity(identityPoolId )

CloudWatch:getDashboard( dashboardName ) 



Viewer Flow
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1. User visits a Dashboard link (incl. context)

2. Dashboard app’s client-side code is
retrieved from Amazon CDN

3. Dashboard app gets temp AWS creds 
from Cognito – Enhanced flow

4. Dashboard app pulls Manifest: Alarms, Metrics names

5. Dashboard app pulls Alarm, Metrics data

CognitoIdentity:getID( identityPoolId ) 
CognitoIdentity:getCredentialsForIdentity(identityPoolId )

CloudWatch:getDashboard( dashboardName ) 

CloudWatch:describeAlarms( alarmNames,alarmTypes ) 
CloudWatch:getMetricData ( defaults,metrics ) 



Great. But we’re 
getting that error, 
remember? 
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Others were wondering 
about this error too…
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github.com/aws/aws-sdk-js/issues/4303

docs.aws.amazon.com/cognito/latest/developerguide/iam-roles.html

https://github.com/aws/aws-sdk-js/issues/4303
https://github.com/aws/aws-sdk-js/issues/4303
https://github.com/aws/aws-sdk-js/issues/4303
https://github.com/aws/aws-sdk-js/issues/4303
https://github.com/aws/aws-sdk-js/issues/4303
https://docs.aws.amazon.com/cognito/latest/developerguide/iam-roles.html
https://docs.aws.amazon.com/cognito/latest/developerguide/iam-roles.html
https://docs.aws.amazon.com/cognito/latest/developerguide/iam-roles.html


Revisiting IAM Policies & Permissions
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Identity-based
policy

Resource-based
policy

(Default/Inline)
Session
policy

Effective Policy



Revisiting IAM Policies & Permissions
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Identity-based
policy

Resource-based
policy

(Default/Inline)
Session
policy

Effective Policy

cloudwatch:*

lambda:*

Forced by
Enhanced 

(Simplified) Flow



Identity-based
policy

Resource-based
policy

What If…

Basic (Classic) 
Flow

custom
Session policyEffective Policy



Can a dashboard viewer 
initiate a Basic authflow
against the dashboard’s 
Cognito resources?

39



The Attack
Getting them EC2 Tags
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Attack Flow
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Attack Flow
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1. Attacker extracts from context
• (O) IAM role ARN
• (I) Identity Pool ID



Attack Flow
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1. Attacker extracts from context
• (O) IAM role ARN
• (I) Identity Pool ID

2. Attacker acquires an Identity from the 
Cognito Identity pool

$ aws cognito-identity get-id --identity-pool-id "us-east-1:52..."



Attack Flow
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1. Attacker extracts from context
• (O) IAM role ARN
• (I) Identity Pool ID

2. Attacker acquires an Identity from the 
Cognito Identity pool

3. Attacker requests an OpenID Connect 
(OIDC) token for this identity

$ aws cognito-identity get-id --identity-pool-id "us-east-1:52..."

$ aws cognito-identity get-open-id-token --identity-id "us-east-1:3b5e..."



Attack Flow
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1. Attacker extracts from context
• (O) IAM role ARN
• (I) Identity Pool ID

2. Attacker acquires an Identity from the 
Cognito Identity pool

3. Attacker requests an OpenID Connect 
(OIDC) token for this identity

4. Attacker trades the OIDC token for 
temporary credentials of the target IAM role

$ aws cognito-identity get-id --identity-pool-id "us-east-1:52..."

$ aws cognito-identity get-open-id-token --identity-id "us-east-1:3b5e..."

$ aws sts assume-role-with-web-identity --role-arn "arn:aws:iam::11..." --web-identity-token "eyJra..."



Attack Flow
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1. Attacker extracts from context
• (O) IAM role ARN
• (I) Identity Pool ID

2. Attacker acquires an Identity from the 
Cognito Identity pool

3. Attacker requests an OpenID Connect 
(OIDC) token for this identity

4. Attacker trades the OIDC token for 
temporary credentials of the target IAM role

5. Attacker can now read EC2 tags

$ aws cognito-identity get-id --identity-pool-id "us-east-1:52..."

$ aws cognito-identity get-open-id-token --identity-id "us-east-1:3b5e..."

$ aws sts assume-role-with-web-identity --role-arn "arn:aws:iam::11..." --web-identity-token "eyJra..."

$ aws ec2 describe-tags 



Attack Flow
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1. Attacker extracts from context
• (O) IAM role ARN
• (I) Identity Pool ID

2. Attacker acquires an Identity from the 
Cognito Identity pool

3. Attacker requests an OpenID Connect 
(OIDC) token for this identity

4. Attacker trades the OIDC token for 
temporary credentials of the target IAM role

5. Attacker can now read EC2 tags

$ aws cognito-identity get-id --identity-pool-id "us-east-1:52..."

$ aws cognito-identity get-open-id-token --identity-id "us-east-1:3b5e..."

$ aws sts assume-role-with-web-identity --role-arn "arn:aws:iam::11..." --web-identity-token "eyJra..."

$ aws ec2 describe-tags 



Gone Hunting
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Gone Hunting
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Gone Hunting
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# of dashboards username+password shared

# of dashboards Publicly shared    > +
# of dashboards SSO-shared



https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/Using_Tags.html

Is it such a big deal? 

• Honestly, not really

• Amazon clearly advises against putting sensitive data in 
EC2 tags….

• …but we all know customers don’t follow this
(PII, owner contact details, credentials…)

• Permissions of IAM role are canned, set by Amazon code
=users won’t modify manually if it works

• unless they want to add more features? 

52

https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/Using_Tags.html


More Features = More Permissions

• unless they want to add more features? 

53

logs:FilterLogEvents
logs:StartQuery
logs:StopQuery
logs:GetLogRecord
logs:DescribeLogGroups

lambda:InvokeFunction

"Resource":[ 
"SharedLogGroup1",
"SharedLogGroup2"

]

"Resource":["Function1"]

summitroute.com/blog/2020/06/08/denial_of_wallet_attacks_on_aws/

https://summitroute.com/blog/2020/06/08/denial_of_wallet_attacks_on_aws/


Root Cause Analysis
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Root Cause Analysis
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Root Cause Analysis
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Unauth EC2 Tag* 

Exposure



“Fail Open” in Cognito
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Affected Clients
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Client "Allow Classic Auth" default

Console

CLI/SDKs Uninitialised, effectively True

Terraform

Creating Cognito ID Pools Using:



Affected Clients
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Client "Allow Classic Auth" default

Console False, unless explicitly enabled

CLI/SDKs Uninitialised, effectively True

Terraform

Creating Cognito ID Pools Using:



Affected Clients
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Client "Allow Classic Auth" default

Console False, unless explicitly enabled

CLI/SDKs Uninitialised, effectively True

Terraform set by TF to False by default

registry.terraform.io/providers/hashicorp/aws/latest/docs/resources/cognito_identity_pool#allow_classic_flow

Creating Cognito ID Pools Using:

https://registry.terraform.io/providers/hashicorp/aws/latest/docs/resources/cognito_identity_pool#allow_classic_flow
https://registry.terraform.io/providers/hashicorp/aws/latest/docs/resources/cognito_identity_pool#allow_classic_flow
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Username & Password Sharing
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Username & Password Sharing
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Can 3rd parties get EC2 tags? 



Username & Password Sharing
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Can 3rd parties get EC2 tags? 

Attacker Flow

1. Acquire an identity from the Cognito 
Identity pool

2. Request OIDC token for this identity

3. Trade OIDC token for temp IAM creds

4. Read EC2 tags

$ aws cognito-identity get-id ...

$ aws cognito-identity get-open-id-token ...

$ aws sts assume-role-with-web-identity ...

$ aws ec2 describe-tags 

1. Acquire an identity from the Cognito 
Identity pool
$ aws cognito-identity get-id ...

An error occurred (NotAuthorizedException) 
when calling the GetId operation:
Unauthenticated access is not supported for 
this identity pool.



Username & Password Sharing
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Can intended viewers get EC2 tags? 



SSO Sharing
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SSO Sharing
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Can intended viewers get EC2 tags? 



Exposure x Sharing Methods
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Dashboard shared with
EC2 tags (/Lambda/CW Logs) exposure

3rd Parties Intended Viewers

Public Yes Yes

Username & Password No Yes

SSO No Yes



Resource Lifecycle
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Unsharing a Dashboard
removes its own Identity Pool

Unsharing the last Dashboard
removes the User Pool



Disclosure
& Remediation
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Disclosure
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• Reached out July 2024

• pre-HackerOne times 

• A smooth experience working w.
AWS Security

• Fix deployed in early Sept. 2024

• no CVE / Security Bulletin 



The Fix
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✓ Public Sharing
✓ Username & Password Sharing
✓ SSO Sharing



go beyond scanner results

default ≠ secure

some risks remain

security monitoring → security risk

Takeaways
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labs.reversec.com/posts/2025/01/cloudwatch-dashboard-oversharing

https://labs.reversec.com/posts/2025/01/cloudwatch-dashboard-oversharing
https://labs.reversec.com/posts/2025/01/cloudwatch-dashboard-oversharing
https://labs.reversec.com/posts/2025/01/cloudwatch-dashboard-oversharing
https://labs.reversec.com/posts/2025/01/cloudwatch-dashboard-oversharing
https://labs.reversec.com/posts/2025/01/cloudwatch-dashboard-oversharing


Thank you

@laripping
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